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CyberPatriot Program Office 

Air Force Association 
1501 Lee Highway 

Arlington, Virginia 22209-1198 
 

                                                                                                                                             October 14, 2016 
 
Welcome to the CyberPatriot IX Rules Book.  This document serves as the official source of rules 
and procedures governing the National Youth Cyber Defense Competition of CyberPatriot.  All 
registered CyberPatriot participants, including Coaches, Mentors, Team Assistants, and 
Competitors, are bound by the rules and procedures published in this document. This 
document is in force until the release of the next signed change or edition. 
 
A special thanks to the Coaches and Mentors of the CyberPatriot Rules Advisory Group who 
contributed to the rules book.  Their team-level insights and recommendations were 
ŦǳƴŘŀƳŜƴǘŀƭ ǘƻ ǘƘƛǎ ŘƻŎǳƳŜƴǘΩǎ ŘŜǾŜƭƻǇƳŜƴǘΦ  ¢ƘŜƛǊ ƘƻǳǊǎ ƻŦ ǊŜǾƛŜǿ ǿŜǊŜ ŎǊƛǘƛŎŀƭ ǘƻ ƛǘǎ 
publication. 
 
If the rules of the school or organization to which a team belongs are more restrictive than the 
CybŜǊtŀǘǊƛƻǘ ǊǳƭŜǎΣ ǘƘŜƴ ǘƘŜ ǎŎƘƻƻƭΩǎ ƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǊǳƭŜǎ ǿƛƭƭ ǘŀƪŜ ǇǊŜŎŜŘŜƴŎŜΦ 
 
Changes to this document will be posted on the CyberPatriot website and distributed via email 
to CyberPatriot Coaches. 
 
Please submit recommendations for updates or changes to this document by email to the 
CyberPatriot Program Office.  Address the email to cpoc@uscyberpatriot.org with the subject 
άwǳƭŜǎ .ƻƻƪ wŜŎƻƳƳŜƴŘŀǘƛƻƴΦέ 
 

                                                                             
  BERNARD K. SKOCH 
  National Commissioner 
                                 CyberPatriot 
                                 Air Force Association  

 

  

mailto:cpoc@uscyberpatriot.org
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INTRODUCTION 
 

The mission of CyberPatriot is to inspire students toward careers in cybersecurity or other 
science, technology, engineering, and mathematics (STEM) disciplines critical to our nation's 
future through three main programs: the National Youth Cyber Defense Competition, AFA 
CyberCamps, and the Elementary School Cyber Education Initiative. This document covers the 
rules and procedures that govern the National Youth Cyber Defense Competition. 
 

The competition can only operate if all Competitors, Coaches, Mentors, Team Assistants, and 
staff adhere to the highest ethical standard.  Since the competition is distributed, all are 
expected to behave according to these guiding principles in order to ensure its success: 

 

¶ Integrity.  The foundations of the competition are the honesty and ethics of all those 
involved in the program, especially in the absence of supervision. 

¶ Service.  All adults must put the well-being and education of the Competitors ahead of 
their own concerns in preparation for and during the CyberPatriot competition. 

¶ Excellence.  The competition pushes students to achieve their best, during the 
competition and beyond. 

 

Towards these guiding principles, Competitors, Coaches, Mentors, Team Assistants, and staff 
should use the following operating principles during all aspects of the competition:  
 

¶ Competitor Safety and Protection. Since most Competitors are minors, this MUST BE 
THE TOP PRIORITY for all involved. Lǘ ƛǎ ǘƘŜ /ƻŀŎƘΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎŀŦŜǘȅ 
and protection of his or her team while involved in all CyberPatriot activities. He or she 
must create a safe environment that provides protection from unauthorized individuals, 
ensure appropriate online activity, and use suitably secure facilities.  In the event that 
an incident occurs involving the protection or safety of a Competitor, the Coach has an 
obligation to follow correct procedures of reporting the incident to local authorities and 
to stop or mitigate the incident immediately.   

¶ Fairness.  No participant should attempt to gain or give an unfair competitive advantage 
to any individual or team. Any questions or concerns regarding fairness should be 
directed to the CyberPatriot Program Office immediately. 

¶ Adherence to the Rules.  Everyone should obey the rules and regulations outlined in 
this document. Coaches are charged with ensuring that teams do not behave otherwise. 

¶ Privacy. tŀǊǘƛŎƛǇŀƴǘǎΩ Ǉersonal information must be protected by those who have access 
to it. The CyberPatriot Program Office Staff may publish participant names and 
photographs when appropriate permission is obtained.  

¶ Transparency. To ensure openness and honesty, staff and Coaches shall engage in two-
way communication on competition matters that do not infringe upon fairness.  

¶ Cyber Citizenship.  The CyberPatriot competition teaches Internet ethics and safety and 
defensive activity only.  It is not a hacking competition nor does it teach or tolerate 
hacking or any activity related to the unauthorized entry, use, or modification of a 
computer, system, or network by a person, persons, or tools.
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1001.  COMPETITION STAFF.  For the online rounds of competition, competition staff is the full-
time staff of the CyberPatriot Program Office and the temporary staff in the CyberPatriot 
Operations Center (CPOC). 

 

1.  CyberPatriot Program Office.   
The CyberPatriot Program Office is the department within the Air Force Association 
responsible for organizing and administering all aspects of the CyberPatriot Program under 
the National Commissioner.   
 

a.  National Commissioner. The CyberPatriot National Commissioner is responsible for the 
operation of the program and has final authority on all decisions relating to the 
competition. 
 

b.  CyberPatriot Program Office Staff.  The CyberPatriot Program Office staff supports the 
National Commissioner and handles the day-to-day operations of the program and 
competition support. The office can be reached by telephone during normal Eastern Time 
Zone business hours at 877-885-5716. Technical questions can be directed to 
cpoc@uscyberpatriot.org and programmatic, registration, or outreach questions can be 
directed to info@uscyberpatriot.org. 

 

2.  CyberPatriot Operations Center (CPOC).  Located within the CyberPatriot Program Office, 
the CPOC provides Tier 1 helpdesk support for CyberPatriot online competitions. It is only 
established during competition weekends and may be reached at 877-885-5716 or by Tech 
Support Chat. In addition to the CyberPatriot Program Office Staff, the CPOC is staffed by 
temporary staff during the peak hours of competition activity. 

 

1002.  COMPETITION DIVISIONS.  CyberPatriot teams are divided into three divisions: Open, All 
Service, and Middle School. Each of these divisions is independent of the others; teams in one 
division do not directly compete against teams in other divisions. Unless otherwise specified, 
rules and procedures apply equally to the teams in all divisions.  
 

1.  Open Division.  All high school and senior high-level students may compete on an Open 
Division team, provided that team is fielded by one of the organizations below. 
 

a. Organizations that Can Field Open Division Teams. There is no limit on the number of 
Open Division teams an organization can field.  
 

(1) Public School  (5) Parochial School   (8) Home School 
(2) Private School (6) Magnet School   (9) Charter School 
(3) Scouting Unit (7) State-Chartered Virtual School (10) Boys and Girls Club 
(4) YMCA and YWCA Centers 

 

b. Regions. Open Division teams are placed into a CyberPatriot Region based on their 
state or geographic location. Regions factor into some awards and advancement during 
the Elimination Rounds. More information on Regions can be found in Paragraph 3007. 
 

mailto:cpoc@uscyberpatriot.org
mailto:info@uscyberpatriot.org
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c. Composite Teams. The preference is for students to participate through the school or 
home school through which they receive the majority of their education. However, the 
National Commissioner may consider the creation of a composite Open Division team 
from more than one fielding organization if: 
 

(1ύ ¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ǎƛȊŜǎ Řƻ ƴƻǘ ǎǳǇǇƻǊǘ ŀ Ŧǳƭƭ /ȅōŜǊtŀǘǊƛƻǘ ǘŜŀƳΦ 
(2) The organizations are not fielding other CyberPatriot teams. 
(3) The Competitors belong to a common legally recognized entity, such as a school 

district, non-profit organization, or municipality. 
 

In addition the National Commissioner may consider the creation of a composite Open 
Division team comprised of both Middle School and High School Competitors if: 

(1) In the estimation of the Coach, ǘƘŜ ǎŎƘƻƻƭ ƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎƛȊŜ ŘƻŜǎ ƴƻǘ ǎǳǇǇƻǊǘ 
the formation of a viable Middle School Division team on its own. 

(2) No more than two middle school students will be registered to the team. 
(3) The Competitors belong to a common legally recognized entity, such as a school 

district, non-profit organization, or municipality. 
(4) The verification official for the team consents to the formation of a composite team. 
(5) Only one composite team based on age per organization will be granted. 

 

These requirements must be met to request approval for a composite team, and do not 
guarantee the National Commissioner will grant an exception. 

 

2.  All Service Division. All high school and senior high-level students may compete on an All 
Service Division team, provided that team is fielded by one of the organizations below, per 
ǘƘŜǎŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ƳŜƳƻǊŀƴŘŀ ƻŦ ŀƎǊŜŜƳŜƴǘ ǘƘŀǘ ƎƻǾŜǊƴ ǘƘŜƛǊ /ȅōŜǊtŀǘǊƛƻǘ ǇŀǊǘƛŎƛǇŀǘƛƻƴΦ 
 

a. Organizations that Can Field All Service Division Teams. There is no limit on the 
number of All Service Division teams that an organization can field. 

 

(1) Army JROTC    (3) Marine Corps JROTC (5) U.S. Naval Sea Cadet Corps 
(2) Navy JROTC (4) Air Force JROTC  (6) Civil Air Patrol 

 

b. Categories. All Service Division teams are placed into Categories based on their 
affiliation with one of the organizations above. Categories factor into some awards and 
advancement during the Elimination Rounds. See Paragraph 3008 for more on Categories.  
 

c. Composite Teams.  The National Commissioner may consider the creation of a 
composite All Service Division team from more than one unit if all of the following 
conditions are met: 

 

(1ύ ¢ƘŜ ǳƴƛǘǎΩ ǎƛȊŜǎ Řƻ ƴƻǘ ǎǳǇǇƻǊǘ ŀ Ŧǳƭƭ /ȅōŜǊtŀǘǊƛƻǘ ǘŜŀƳΦ 
(2) The units are not fielding other CyberPatriot teams. 
(3) The first common senior in the chain of command approves the composite team 

(e.g., CAP Group Commander, USNSCC Regional Captain). 
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(4ύ ¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ bŀǘƛƻƴŀƭ IŜŀŘǉǳŀǊǘŜǊǎ /ȅōŜǊtŀǘǊƛƻǘ wŜǇǊŜǎŜƴǘŀǘƛǾŜ ŎƻƴŎǳǊǎ ǿƛǘƘ 
the creation of the composite team. 

 
In addition the National Commissioner may consider the creation of a composite All 

Service Division team comprised of both Middle School and High School Competitors if: 

(1) In the estimation of the Coach, the ǳƴƛǘΩǎ ǎƛȊŜ ŘƻŜǎ not support the formation of a 
viable Middle School Division team on its own. 

(2) No more than two middle school students will be registered to the team. 
(3) The first common senior in the chain of command approves the composite team 

(e.g., CAP Group Commander, USNSCC Regional Captain). 
(4) ¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ bŀǘƛƻƴŀƭ IŜŀŘǉǳŀǊǘŜǊǎ /ȅōŜǊtŀǘǊƛƻǘ wŜǇǊŜǎŜƴǘŀǘƛǾŜ ŎƻƴŎǳǊǎ ǿƛǘƘ 

the creation of the composite team. 
(5) Only one composite team based on age per organization will be granted. 

  

3. Middle School Division.  All middle school and junior high-level students may compete on a 
Middle School Division team, provided the team is fielded by an approved Middle School 
Division organizations listed below.  
 

a. Organizations that Can Field Middle School Division Teams 
 

(1) Public School  (6) Charter School     (10)  State-Chartered Virtual School 
(2) Private School (7) Magnet School     (11)  Civil Air Patrol 
(3) Home School (8) Boys and Girls Club    (12)  U.S. Naval Sea Cadet Corps/  
(4) Parochial School (9) Scouting Unit                       Navy League Cadet Corps 
(5) YMCA and YWCA Centers 
 

b. Composite Teams. The preference is for students to participate through the school or 
home school through which they receive the majority of their education. However, the 
National Commissioner may consider the creation of a composite Middle School Division 
team from more than one fielding organization if: 
 

(1ύ ¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ǎƛȊŜǎ Řƻ ƴƻǘ ǎǳǇǇƻǊǘ ŀ Ŧǳƭƭ /ȅōŜǊtŀǘǊƛƻǘ ǘŜŀƳΦ 
(2) The organizations are not fielding other CyberPatriot teams. 
(3) The Competitors belong to a common legally recognized entity, such as a school     

district, non-profit organization, or municipality. 
(4) U.S. Naval Sea Cadet Corps and Civil Air Patrol teams use the same procedures as All 

Service Division teams to include concurrence from their organizationsΩ National 
Headquarters CyberPatriot Representative. 

 
These requirements must be met to request approval for a composite team, and do not 
guarantee the National Commissioner will grant an exception. 

 

4.  Other Organizations. At the discretion of the National Commissioner, other organizations 
may field a team in one or more of the above Divisions. Requirements for participation are: 
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a. Charter and Youth Program. The organization shall have a charter that includes a youth 
program for high school and/or middle school-level students. 
 

b. Mission and PurposeΦ  ¢ƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ƴƛǎǎƛƻƴ ŀƴŘ ǇǳǊǇƻǎŜ shall be consistent with 
the principles and values of the CyberPatriot Program and AFA. 
 

c. Designated Official Leader.  The organization shall have a leader who is accountable for 
the organization and is authorized to designate adults to have unsupervised access to 
minors in the organization. 

 

d. Minor Protection Policy and Training.   The organization shall have an official policy for 
the protection and safety of minors.  
 

e. Minor Protection Training Requirement.  Mandatory and formal training shall be 
required for adults who have unsupervised access to minors. 
 

5. Teams shall remain in their assigned divisions once they have competed in Round 1.   If a 
team had not competed in Round 1 then they shall not change their division after Round 1 
is complete. 

 

1003.  TEAMS.  Teams are the basic groupings of CyberPatriot participants.   
 

1. Members of a CyberPatriot Team. Figure 1-1 depicts a CyberPatriot team.  A team 
consists only of the Coach, Mentor, Team Assistant and Competitors associated with a 
given CyberPatriot team number. Although CyberPatriot is currently only open to 
approved schools and organizations, there is no U.S. citizenship requirement for any 
CyberPatriot competition participant.  However, Technical Mentors and Team Assistants 
must be have a social security number or Canadian social insurance number to undergo 
the required background check. International teams will compete in CyberPatriot under 
specific agreements made with their sponsoring schools or organizations.  Team 
positions are described in more detail in Paragraphs 1004 ς 1007.   

 

Figure 1-1. CyberPatriot Team Members 
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2.  Team Identification.  For official purposes, team identification is standardized to recognize 
teams, assign scores, maintain anonymity, and avoid misunderstandings in communication. 
Teams are identified as follows: 
 

a. Team Numbers.  Team numbers are assigned during registration and are the primary 
means to identify a team for competition purposes, such as assigning scores.  
 

b. Unique Identifiers. After the team number is assigned, each team is assigned a Unique 
Identifier for their competition images.  Before each round, Coaches may locate their ten-
digit alphanumeric code used for validation with the CyberPatriot scoring server on the 
/ƻŀŎƘΩǎ 5ŀǎƘōƻŀǊŘ ƻƴ ǘƘŜ /ȅōŜǊtŀǘǊƛƻǘ ǿŜōǎƛǘŜΦ  Additionally, Cisco Networking Challenge 
login credentials will be assigned to each ǘŜŀƳ ŀƴŘ ǇƻǎǘŜŘ ƻƴ ǘƘŜ /ƻŀŎƘΩǎ 5ŀǎƘōƻŀǊŘΦ  
Unique Identifiers and Cisco Networking Challenge login credentials will not be emailed to 
teams in competition emails. 
 

c. Official Names.  The official name of teams belonging to a school, including JROTC units, 
is the school name. The official name of other teams, such as CAP and USNSCC units, is 
the organization name.  Composite teams have an official name assigned by the authority 
that approved their composition 
 

d. Unofficial Names.  Teams can create unofficial team nicknames to identify themselves 
at any time. The names must be in good taste and are subject to veto by the CyberPatriot 
Program Office. Team names are optional and will not be used to officially identify teams. 
Coaches must ensure nicknames are appropriate and do not include pro-hacking or 
offensive language. 

 

3. Anonymity.  Except for the following exceptions in which iƴŦƻǊƳŀǘƛƻƴ ǊŜƭŀǘŜŘ ǘƻ ŀ ǘŜŀƳΩǎ 
performance (e.g., scores, rankings, advancement) is published, the team will remain 
anonymous, except for its team number.  
 

a.  Exception 1: Online Rounds 
 

   (1) The team names and team numbers of the top scoring teams in each round may be 
listed with their scores on the public scoreboard during a competition round.   

 

   (2) Teams that win an award or certificate during the State and Regional Rounds and/or 
advance to the Regional Rounds will have their official name, team nickname, and Coach 
name published by the CyberPatriot Program Office. This information will not be 
ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ǘŜŀƳΩǎ ǎŎƻǊŜǎΦ 

 

         b. Exception 2: The National Finals Competition. Teams that advance to the National 
Finals Competition have their official names, unofficial names, Coach name, and 
/ƻƳǇŜǘƛǘƻǊǎΩ ƴŀƳŜǎ ǇǳōƭƛǎƘŜŘΦ ¢Ƙƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ǿƛƭƭ ƴƻǘ ōŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ǘŜŀƳΩǎ 
scores. This information may be published in the following places: 
 

(1) The CyberSentinel, the official CyberPatriot newsletter 
(2) The CyberPatriot website (www.uscyberpatriot.org) and social media 

http://www.uscyberpatriot.org/
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(3) The National Finals Competition program 
(4) Press releases 
(5) Communications to sponsors and government officials 
 

Teams winning awards at National Finals will have their official names, Competitor names, 
awards, and rankings published. Rankings for other National Finalists will not be published. 

 

1004.  COACH.  CyberPatriot requires an adult to register as a team Coach before any students 
are permitted to register or compete.  Having one, and only one, adult Coach of record for each 
team is a non-negotiable requirement.  An adult may coach up to five teams and is responsible 
for the proper supervision of all of their teams during all CyberPatriot-related activities. A Coach 
may assist other teams, but only as a registered Mentor or Team Assistant. To be a Coach, an 
individual must meet the following requirements: 
 

1. Eligibility Requirements 
 

a. Adult over 18 years of age on or before the Coach registration deadline. 
b. Not a Competitor or high school-level student.   
c. Not a member of the CyberPatriot Program Office.   
d. Vetted and approved to work with minors by a Verification Official (see below). 
e. !ƎǊŜŜǎ ǘƻ ŀōƛŘŜ ōȅ ǘƘŜ /ȅōŜǊtŀǘǊƛƻǘ /ƻŀŎƘŜǎΩ !ƎǊŜŜƳŜƴǘ ŀƴŘ {ǘŀƴŘŀǊŘǎ ƻŦ /ƻƴŘǳŎǘΦ 

(See Appendices I and II). 
 

2. Verification Officials.   
All Coaches are required to be vetted and approved to work with minors by Verification 
Officials.  School-based teams, including JROTC teams, must be verified by a principal or 
assistant principal.  CAP teams must be verified by a unit commander or deputy commander.  
USNSCC Coaches must be verified by their Regional National Headquarters Representative or 
an officer higher in their chain of command. Scouting units and all other approved 
educational organizations must be verified by an organization head. Though not members of 
a team, Verification Officials perform the following critical functions: 
 

a. Verify that a Coach is approved by the organization to work unsupervised with minors 
and has completed required youth protection training.  

b. Immediately notify the CyberPatriot Program Office if facts or circumstances call into 
question the fitness of a Coach to continue to supervise Competitors. 

c. ±ŀƭƛŘŀǘŜ ŀ /ƻŀŎƘΩǎ ǎǘŀǘǳǎ ŀǎ ŀ ǎŎƘƻƻƭ ŜƳǇƭƻȅŜŜΣ ǎŎƘƻƻƭ ŘƛǎǘǊƛŎǘ-approved volunteer, or 
person with an approved relationship with the school or fielding organization. 

 

3.  Additional Requirements. Adults must meet the following requirements in addition to 
those mentioned above if they fall into any of the cases below. 

 

a. Employees of Sponsors, Development Partners, and AFA.  An employee of a 
CyberPatriot sponsor, development partner, or AFA shall receive consent from their 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŘŜǎƛƎƴŀǘŜŘ /ȅōŜǊtŀǘǊƛƻǘ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ ōŜŦƻǊŜ ōŜŎƻƳƛƴƎ ŀ /ƻŀŎƘΦ  CƻǊƳŜǊ 
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AFA CyberPatriot Program Office employees are not eligible to participate in the 
competition for one year after the last date of their AFA employment. 
 

b. Competition Volunteers and Temporary Staff.  National Finals Competition volunteers 
and Competition Administration Team members (e.g., Red, White, and Green Teams), 
CPOC staff, and any other volunteers may not Coach, Mentor or otherwise assist a 
CyberPatriot Team during the season in which they are volunteering or for one year after 
the last day of their involvement as a volunteer.  
 

c. CAP or USNSCC members. These Coaches also shall meet all of the following 
requirements:  
 

(1) Senior Member or Adult Leader in good standing with Civil Air Patrol or U.S. Naval 
Sea Cadet Corps. 
(2) Completion of appropriate cadet protection program training (CPPT). 
(3) Chain-of-command authorization of unsupervised access to cadets who are minors.   

       
d. Home School Team Coaches. In areas where home schools are subject to local school 
board or other governmental oversight, Coaches of home school teams shall be verified 
by a co-op official or a home school teacher who can be verified by a legally recognized 
agency that accredits or otherwise approves home school programs. Coaches of home 
school teams must also meet the following requirements: 
  

(1) Authorization by their reguƭŀǘƛƴƎ ŀƎŜƴŎȅ ŀƴŘ ǘƘŜ ǎǘǳŘŜƴǘǎΩ parents to have 
unsupervised access to team members who are minors. 

(2) Procurement and retaining of written and signed parental consent forms for 
Competitors for the entire season (see Appendix III). 

(3) Completion of a certified youth protection program such as the free Boy Scouts of 
!ƳŜǊƛŎŀΩǎ ¸ƻǳǘƘ tǊƻǘŜŎǘƛƻƴ ¢ǊŀƛƴƛƴƎ ŀǘΥ www.my.scouting.org. A trainee does not 
have to be affiliated with Boy Scouts, but must create an account to take the online 
training. 

 

4.  Responsibilities 
 

a. Competitor Protection. Coach responsibility includes controlling access to minors in a 
way that protects them, respects parental prerogatives, and follows legal requirements 
during all competition training, events, and rounds. Additionally, Coaches are: 

 

(1) Accountable for Mentors and Team Assistant interactions with the Competitors.  
(2) Responsible for Competitor safety and protection during all competition training, 

events, and rounds (see Appendix IV). 
 

b. Competition Integrity.  Fairness and integrity are key components of a successful 
CyberPatriot competition. Coaches are charged with upholding these principles at the 
team level during competition by ensuring that their Competitors receive no outside 
assistance in any form, including help from Mentors and Team Assistants (see Paragraph 

http://www.my.scouting.org/
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4004). Coaches may continue to provide clarification of rules and permissible actions per 
this document while their teams compete. 

 

c. Official Point of Contact.  Official competition-related CyberPatriot correspondence is 
emailed only to Coaches, who may disseminate it to their teams.  It is therefore essential 
that Coaches monitor their email for up-to-date information and ensure they are capable 
of receiving messages from the CyberPatriot Program Office (info@uscyberpatriot.org) 
through their chosen email domains. The role of official point of contact may not be 
delegated to a Mentor, unless the Mentor is appointed as a Coach Alternate (below).  

 

5. No Compensation. Coaches participate on a volunteer basis and do not receive 
compensation from AFA. AFA has no position with respect to gifts received by our volunteers. 

 

6.  Coach Alternate.  If a Coach is not available to receive email and supervise during a round 
of competition, then a Coach Alternate may be designated.  
 

a. Approval Process.  Coach Alternates are subject to CyberPatriot Program Office 
approval on a case-by-case basis. Coach Alternates should also be vetted and approved by 
ǘƘŜ ƻǊƛƎƛƴŀƭ /ƻŀŎƘΩǎ ±ŜǊƛŦƛŎŀǘƛƻƴ hŦŦƛŎƛŀƭ ōŜŦƻǊŜ /ȅōŜǊtŀǘǊƛƻǘ tǊƻƎǊŀƳ hŦŦƛŎŜ ŀǇǇǊƻǾŀƭΦ  
Coach Alternates may only act as Coach for the approved round of competition and not 
substitute for the Coach during future rounds of competition without going through the 
approval process again (see Appendix V).  
 
b. Coach of Record Change.  The Coach Alternate process is only to be used if the ǘŜŀƳΩǎ 
Coach of record has a one-off scheduling conflict or emergency that prevents him/her 
from managing the team during a specific round of competition. If the Coach of record is 
unable to supervise the team over several rounds, he or she must contact the 
CyberPatriot Program Office to transfer the team to another school or organization-
approved adult for the remainder of the season. 

 

1005.  COMPETITORS.  A CyberPatriot team consists of two to six competitors, up to five of 
whom may compete at a single time. {ǳōǎǘƛǘǳǘƛƻƴ ƻŦ ǘŜŀƳ ƳŜƳōŜǊǎ ƛǎ ŀǘ ǘƘŜ /ƻŀŎƘΩǎ ŘƛǎŎǊŜǘƛƻƴ 
during the online rounds of competition.  A Competitor shall compete on only one team during 
a CyberPatriot season. To be a Competitor, students must meet the following requirements. 
 

1.  Eligibility Requirements 
 

a. Open Division 
 

(1) Competitors must be fully enrolled in a participating high school or senior high 
program (or equivalent if home schooled/in a school that does not make this 
distinction) or granted an exception by the National Commissioner for a composite 
team of both Middle School and High School age competitors. 

(2) Competitors shall be on only one team, even if they belong to another organization 
fielding a team. 

mailto:info@uscyberpatriot.org
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(3) JROTC, USNSCC, and CAP cadets may compete on an Open Division team if they are 
not a member of an All Service Division team.  They will not be identified as a 
member of the JROTC, CAP, or USNSCC if they are on an Open Division team. 

 

b. All Service Division 
 

(1) Competitors must be enrolled in a high school or senior high program (or equivalent 
if home schooled/in a school that does not make this distinction) or granted an 
exception by the National Commissioner for a composite team of both Middle 
School and High School age competitors. 

(2) Competitors must be fully enrolled in the respective JROTC, CAP, or USNSCC 
program before participating in any competition round.   

(3) All Competitors must be members of the same unit except in cases when the 
National Commissioner grants an exception for the formation of a composite team.   

(4) Competitors must at all times during the season remain enrolled in their respective 
JROTC, CAP, or USNSCC program. 

 

c. Middle School and Junior High School 
 

(1) Competitors must be fully enrolled in a middle school or junior high school program 
(or equivalent if home schooled/in a school that does not make this distinction). 

(2) Home schools organizations, USNSCC units, CAP squadrons, and other organizations 
may field middle school teams if all team members are enrolled in the equivalent of 
a middle school or junior high school program.   

 

2.  Responsibilities.  It is the responsibility of Competitors to abide by the CyberPatriot 
Competitor Code of Conduct (see Appendix VI). Competitors will also agree to act ethically 
each time they log on to a competition image. 

 

1006.  MENTORS.  Mentors, also known as Technical Mentors, are optional (but recommended) 
technical advisors. One or more registered Mentors may be chosen by a Coach to assist with a 
CyberPatriot team. Teams are not required to have a Mentor, and Coaches may act in the 
combined role of a Coach and Mentor. 
 

1.  Eligibility 
 

a. Adult over 18 years of age. 
b. Not a Competitor or high school-level student.   
c. Must pass a CyberPatriot Program Office background investigation every two years, 
which requires possession of a social security number or Canadian social insurance 
number. 
d. Agrees to abide by the CyberPatriot Standards of Conduct (see Appendix II) and must 
not teach hacking skills or offensive cyber tactics to Competitors. 
ŜΦ aŜŜǘǎ ǿƛǘƘ ŀ ǘŜŀƳ ƻƴƭȅ ǿƛǘƘ ǘƘŜ /ƻŀŎƘΩǎ ŀǇǇǊƻǾŀƭΦ 
f. Must be officially linked through Volunteer Central to the team(s) he or she is assisting. 
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2.  Suggested Responsibilities.  There is no minimum time commitment for Mentors. For 
example, a Mentor can volunteer on a guest lecture basis or commit to training a team 
throughout the competition season. Suggested responsibilities include the following: 

 

a. !ŘǾƛǎƛƴƎ ǘƘŜ ǘŜŀƳΩǎ /ƻŀŎƘ ƻƴ ǎƪƛƭƭǎ ǎǘŀǘǳǎΦ 
b. 5ŜǾŜƭƻǇƛƴƎΣ ǿƛǘƘ ǘƘŜ /ƻŀŎƘΩǎ Ǝuidance, a plan to teach cyber defense skills and ethics. 
c. Teaching and assisting Competitors with cyber defense skills and ethics.  

 

3.  Coaches as Mentors.  A Coach may be a Mentor for other teams only if he or she is also 
registered as a Mentor. Coaches not registered as a Mentor are ineligible for Mentor awards. 

 

4. No Compensation. Mentor positions are voluntary and do not receive compensation. AFA 
has no position with respect to gifts received by volunteers. 

 

1007.  TEAM ASSISTANTS.  Team Assistants are adult team members who provide non-
technical support and encouragement to the team. Teams are not required to have Team 
Assistants. Team Assistants must register on the CyberPatriot website and can be linked to their 
teams by Coaches after meeting all their requirements. 
 

1.  Eligibility 
 

a. Adult over 18 years of age on or before the Coach registration deadline. 
b. Not a Competitor or high school-level student.   
c. Must pass a CyberPatriot Program Office background investigation 
d. Agrees to abide by the CyberPatriot Standards of Conduct (see Appendix II). 
e. Must be officially linked through Volunteer Central to the team(s) he or she is assisting. 
 

2. Responsibilities. Team Assistant responsibilities vary by team, but sample responsibilities 
include helping with competition setup, snacks, and transportation.  

 

3. No Compensation. Team Assistant positions are voluntary and do not receive 
compensation. AFA has no position with respect to gifts received by volunteers. 

 

1008.  CYBERPATRIOT CENTERS OF EXCELLENCE.  CyberPatriot Centers of Excellence (COEs) are 
recognized as leading institutions and organizations in promoting STEM and cyber education.  
 

1009.  CYBERPATRIOT RULES ADVISORY GROUP (CRAG). The CRAG advises the National 
Commissioner on competition rules and procedures.  Coaches and Mentors of all experience 
levels may join the group.  The Senior Director of CyberPatriot Operations chairs the CRAG. 
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2001.  GENERAL.  Team registration begins in April and ends in October.  Coaches, Mentors, and 
Team Assistants register online at www.uscyberpatriot.org. After their team application has 
been approved, Coaches log into their accounts ŀƴŘ ǊŜƎƛǎǘŜǊ ǘƘŜƛǊ ǘŜŀƳΩǎ /ƻƳǇŜǘƛǘƻǊǎΦ 
 

2002.  COACH REGISTRATION.  Coach registration begins the team registration process.  Only 
Coaches may register teams. 
 

1. Creating Teams. After creating a CyberPatriot Volunteer account, prospective Coaches can 
register up to five teams each by logging into the CyberPatriot website and clicking the 
ά/ǊŜŀǘŜ ¢ŜŀƳέ ōǳǘǘƻƴ ƻƴ ǘƘŜƛǊ 5ŀǎƘōƻŀǊŘΦ /ƻŀŎƘŜǎ Ƴŀȅ ǊŜƎƛǎǘŜǊ Competitors only after their 
team application is validated by their Verification Official and approved by the CyberPatriot 
Program Office.  
 

2. Coaches of Multiple Teams. An adult may register as a Coach for up to five teams from the 
same or different schools, organizations, or divisions under the following conditions: 

 

a. Verification.  Verification Officials must separately verify a Coach for each registered 
team, even when the teams are registered under the same organization. This will require 
response for up to five separate verification emails per Coach. 
 

Detailed team registration instructions and screenshots are available on the CyberPatriot 
registration page. 
 

 
 

Figure 2-1. Coach (Team) Registration Process 
 
2003.  MENTOR AND TEAM ASSISTANT REGISTRATION.  Mentors and Team Assistants follow 
the same registration process.  They first register individually without a team assignment by 
ƭƻƎƎƛƴƎ ƛƴǘƻ ǘƘŜƛǊ ±ƻƭǳƴǘŜŜǊ ŀŎŎƻǳƴǘ ƻƴ ǘƘŜ /ȅōŜǊtŀǘǊƛƻǘ ǿŜōǎƛǘŜ ŀƴŘ ŎƭƛŎƪƛƴƎ ǘƘŜ άaŜƴǘƻǊ 

http://www.uscyberpatriot.org/
https://www.uscyberpatriot.org/Pages/Registration/How-to-Register-a-Team.aspx
https://www.uscyberpatriot.org/Pages/Registration/How-to-Register-a-Team.aspx
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!ǇǇƭƛŎŀǘƛƻƴέ ōǳǘǘƻƴ ƻƴ their Dashboard. Mentors and Team Assistants may register on the site 
with or without contacting a CyberPatriot team beforehand and may work with teams in their 
physical location or virtually. There is no deadline for Mentor or Team Assistant registration.  
 

1. Background Check.  All Mentors and Team Assistants are required to complete a 
background check conducted by the CyberPatriot Program Office. CyberPatriot does not have 
access to any checks or clearances performed by other organizations, so all Mentors and 
¢ŜŀƳ !ǎǎƛǎǘŀƴǘǎ Ƴǳǎǘ ǳƴŘŜǊƎƻ ōŀŎƪƎǊƻǳƴŘ ŎƘŜŎƪǎ ǘƘǊƻǳƎƘ !C!Ωǎ ŎƻƴǘǊŀŎǘŜŘ ǎŎǊŜŜƴƛƴƎ 
company, PeopleFacts, Inc., every two years. The CyberPatriot background check is not a 
ǎǳōǎǘƛǘǳǘŜ ŦƻǊ ŀ ǎŎƘƻƻƭΩǎ ƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ōŀŎƪƎǊƻǳƴŘ ŎƘŜŎƪǎ ƻǊ ǇŜǊǎƻƴƴŜƭ ǎŎǊŜening 
processes.  
 

2. Linking with Teams.  Once a Mentor or Team Assistant is approved by the CyberPatriot 
Program Office, Coaches may contact or link them to their teams using a list of available 
Mentors and Team Assistants. Mentors and Team Assistants can add or remove themselves 
from this list by logging into their Volunteer account and changing their availability status 
ǳǎƛƴƎ ǘƘŜ ά9Řƛǘ tǊƻŦƛƭŜέ ōǳǘǘƻƴΦ aŜƴǘƻǊǎ ŀƴŘ ¢ŜŀƳ !ǎǎƛǎǘŀƴǘǎ Ŏŀƴ ŀƭǎƻ ŎƻƴǘŀŎǘ ǘŜŀƳǎ ƭƻƻƪƛƴƎ 
ŦƻǊ ŀǎǎƛǎǘŀƴŎŜ ǳǎƛƴƎ ǘƘŜ άCƛƴŘ ¢ŜŀƳέ ōǳǘǘƻƴ ƻƴ ǘƘŜƛǊ ±ƻƭǳƴǘŜŜǊ 5ŀǎƘōƻŀǊŘΦ  aŜƴǘƻǊǎ ŀƴd 
Team Assistants are paired with Coaches only with mutual consent. 
 

Additional instructions for registering as a Mentor or Team Assistant are available here. 
 

Figure 2-2. Mentor and Team Assistant Registration Process 
 

2004.  COMPETITOR REGISTRATION.  After their team application has been verified and 
approved, Coaches must add their Competitors to their online rosters by the Competitor 
Registration deadline ς 11:59 pm ET on November 2, 2016. To do so, a Coach logs into his or 
her account, clicks the άhǇǘƛƻƴǎέ ōǳǘǘƻƴ ǘƻ ǘƘŜ ǊƛƎƘǘ ƻŦ ǘƘŜƛǊ ǘŜŀƳΣ ŀƴŘ ǎŜƭŜŎǘǎ άwŜƎƛǎǘŜǊ 
Competitor.Ϧ ¢ƘŜ /ƻŀŎƘ ǘƘŜƴ Ŧƛƭƭǎ ƻǳǘ ŀ ŦƻǊƳ ǘƘŀǘ ŀǎƪǎ ŦƻǊ ǘƘŜ /ƻƳǇŜǘƛǘƻǊΩǎ ƴŀƳŜΣ ŜƳŀƛƭ 
address, and t-shirt size. Coaches must also check a box indicating they have received parental 
conseƴǘ ŦǊƻƳ ǘƘŜ /ƻƳǇŜǘƛǘƻǊΩǎ ǇŀǊŜƴǘǎ ƻǊ ƎǳŀǊŘƛŀƴǎΦ /ƻŀŎƘŜǎ Řƻ ƴƻǘ ƴŜŜŘ ǘƻ ǎǳōƳƛǘ ǎƛƎƴŜŘ 

https://www.uscyberpatriot.org/Pages/Registration/Mentor-Registration-Instructions.aspx
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parental consent forms to the CyberPatriot Program Office. They just need to check the box 
indicating they have received oral, written, or tacit consent through membership in a club, 
activity, or class.  
 

1. Competitor Email. After a Competitor is added to a roster, he or she is automatically 
emailed a link to a short questionnaire. After that Competitor questionnaire has been 
submitted by the student, he or she is fully registered and eligible to compete in CyberPatriot. 
  

Figure 2-3. Competitor Registration Process 
 

2005.  TEAM REGISTRATION FEES. A team is completely registered when its applicable fee has 
been paid or waived by the National Commissioner. The Open Division registration fee is $195, 
the Middle School Division fee is $155, and there is no fee in the All Service Division. Due to an 
agreement with National Headquarters, Civil Air Patrol teams competing in the Middle School 
Division do not pay a fee. All fees must be paid by the registration fee deadline November, 2, 
2016.  

 
1. Fee Exemptions. Fees may be waived in the following circumstances.   
 

a. Title I schools and schools with inadequate funding may request fee waivers. 

b. Teams composed entirely of female competitors.  
 

2. More information is available on the CyberPatriot website at: 
https://www.uscyberpatriot.org/Pages/Get%20Involved/Volunteer-Registration-Form.aspx 
 
 

  

https://www.uscyberpatriot.org/Pages/Get%20Involved/Volunteer-Registration-Form.aspx
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3001.  GENERAL.  Each team competes in a series of online competition rounds by fixing 
vulnerabilities, hardening systems, and performing other tasks.  Rounds are held on weekends, 
and all divisions compete on the same weekends. However, the high school and middle school 
competitions have different structures. Below is an overview of the competition schedule. 
Teams may compete in any six consecutive-hour period within the specified Competition 
Windows during the online competition rounds. Unless otherwise noted, all competition times 
are Eastern Time (ET). 
 

 

Figure 3-1. Detailed Competition Timeline 
 
 

3002.  COMPETITION WINDOWS.  Teams may compete for a six consecutive-hour period within 
one of three given competition windows on the Friday-Sunday dates designated for each online 
round (see Timeline above). This six consecutive-ƘƻǳǊ ǇŜǊƛƻŘ ōŜƎƛƴǎ ǿƘŜƴ ǘƘŜ ǘŜŀƳΩǎ ŦƛǊǎǘ 
image is opened in VMware (see Chapter 4). The CyberPatriot Program Office is available for 
technical support at all times during the competition windows (see Paragraph 3006). Teams 
should not compete outside of these competition windows, as the scoring server is unavailable 
to receive team scores. The following are the competition windows for each competition 
round: 
 

Friday: 9:00 a.m. ς 3:00 a.m. Saturday ET 
Saturday: 8:00 a.m.  ς 11:59 p.m. ET 
Sunday: 10:00 a.m. ς 10:00 p.m. ET 
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3003. COMPETITION COMMUNICATION.  Email from info@uscyberpatriot.org and 
cpoc@uscyberpatriot.org are the official and primary means of competition communication.  
Official competition information will be posted in the CPOC tech support chat, at 
www.uscyberpatriot.org, and Facebook if there are technical issues with official email. 
 

1.  Competition Email.  Teams receive two competition emails before each online 
competition round and one or two emails after, depending on the competition round. 
Coaches are the only individuals who receive these emails, and it is their responsibility to 
ensure that each of the emails listed below are received. Coaches should contact the 
CyberPatriot Program Office if emails are not received in the time frames listed below. Failure 
to receive emails is not grounds for an appeal. 

 

a. Download and Instructions Email.  On or before the Monday prior to the competition 
round, Coaches receive an email with image download information in addition to the 
following: 

 

(1) How to decrypt/decompress images. (3) Technical information  
(2) Image-specific information.                  
 

b. StartEx Email.  At 9:00 a.m. Eastern on the Friday of the round, an email will be sent to 
all Coaches with the following information:  

 

(1) Image decryption passwords    
(2) Changes to instructions since the Download and Instructions Email. 
 

c. Preliminary Score Email.  This email is used only for the Elimination Rounds to ensure 
that scores are correct before advancement information is released. It notifies Coaches 
of their scores from the recent round and issues a deadline for Score Correction 
Requests (See Chapter 4.). 

 

d. Results Email.  Release of this email is contingent on a variety of factors including 
inquiries and appeals. The goal for release of the email is five working days after the 
completion of the competition round. The Competition Round Results Email contains the 
following information: 

 

(1) The scores from the just-completed competition round. 
(2) A general list of vulnerability categories in the images. Specific vulnerabilities will not 
be published. The general list of vulnerabilities categories may include: 

 

- Access control and settings - Insecure services - Policy violations: files 
- Antivirus     - Logon policy  - Policy violations: services 
- File sharing and permissions - Malware  - Updates: Operating  System 
- Firewall    - Miscellaneous      - Updates: Other 

                 - Forensics questions  - Password policy  - User Policy 

mailto:info@uscyberpatriot.org
mailto:cpoc@uscyberpatriot.org
http://www.uscyberpatriot.org/
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Figure 3-2. Sample Competition Email Schedule 
 

2. Information and Notifications. In addition to email, information may be posted in some or 
all of the following areas during competition rounds. 

 

a. CyberPatriot Website:  www.uscyberpatriot.org 
b. CPOC Tech Support Chat:  
https://fedgov.webex.com/fedgov/onstage/g.php?PRID=5632977f96b90348071a216c699
12878 
c. Facebook:  www.facebook.com/CyberPatriot 
d. Twitter:  www.twitter.com/CyberPatriot 
e. Public Scoreboard (only available during competition):  
http://scoreboard.uscyberpatriot.org 

 

3. Unique Identifiers and Cisco Networking Challenge Login Credentials.  Unique Identifiers 
and Cisco Networking Challenge login credentials for the competition are posted on the 
/ƻŀŎƘΩǎ 5ŀǎƘōƻŀǊŘ ƻƴ ǘƘŜ /ȅōŜǊtŀǘǊƛƻǘ ǿŜōǎƛǘŜΦ Coaches will not receive Unique Identifiers 
and login credentials in competition emails.  Coaches are encouraged to check their 
Dashboard before the competition and make a copy of their Unique Identifiers and Login 
Credentials. LŦ ǘƘŜ /ƻŀŎƘΩǎ 5ŀǎƘōƻŀǊŘ ƛǎ ƴƻǘ ŀǾŀƛƭŀōƭŜΣ /ƻŀŎƘŜǎ Ƴǳǎǘ ŎƻƴǘŀŎǘ ǘƘŜ /ȅōŜǊtŀǘǊƛƻǘ 
Operations Center to receive their Unique Identifier and login credentials.  
 
 

http://www.uscyberpatriot.org/
https://fedgov.webex.com/fedgov/onstage/g.php?PRID=5632977f96b90348071a216c69912878
https://fedgov.webex.com/fedgov/onstage/g.php?PRID=5632977f96b90348071a216c69912878
http://www.facebook.com/CyberPatriot
http://www.twitter.com/CyberPatriot
http://scoreboard.uscyberpatriot.org/
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Figure 3-оΦ /ƻŀŎƘΩǎ 5ŀǎƘōƻŀǊŘ ǿƛǘƘ ¦ƴƛǉǳŜ LŘŜƴǘƛŦƛŜǊǎ ŀƴŘ /ƛǎŎƻ bŜǘǿƻǊƪƛƴƎ /ƘŀƭƭŜƴƎŜ /ǊŜŘŜƴǘƛŀƭǎ 

(Names and credentials are fictitious and any resemblance to real persons, living or dead, is purely coincidental.) 
 

3004.  COMPETITION TECHNICAL REQUIREMENTS. Teams must meet minimum hardware, 
software, and network requirements to participate in CyberPatriot.  These requirements are 
kept to a minimum so that as many teams as possible may compete.  
 

1. Hardware. Teams need only one computer to compete. However, because there are up to 
three virtual machine images in a round it is recommended that teams have at least three 
computers with the following minimum specifications. 

 

a. 1 GHz Intel x86-compatible processor (2+ GHz dual-core or better with virtualization 
extensions recommended)  
b. 4GB RAM (2GB RAM may work but VMware Player is likely to run very slowly)  
c. 30 GB of free disk space  
d. 1024 x 768 or higher display  

Some host systems may meet the above requirements, but are unable to run the latest 
VMware products. If you are unsure whether your system can run this software, please refer 
to the VMware Player documentation. 
 

 
 

2. Operating System.  The CyberPatriot competition software is tested on Windows systems.  
Non-Windows operating systems may be used at the risk of the team using them, but issues 
stemming from the use of the non-Windows operating systems are not grounds for an appeal.    

Notice: CP-IX is Final Season for 32-Bit, Host Computer Operating Systems.  
All teams will be required to have 64-bit, host computer operating systems beginning in 
CyberPatriot X. Teams still using 32-bit computers and operating systems are encouraged 
to plan now to avoid an issue with participating in CyberPatriot in October 2017. 
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Team computers must have operating systems that can use VMware Player 6.0.7 or Fusion. The 
following operating systems have this capability: 

 
a. Windows 2000 or later  
b. OS X 10.4.11 or later  
c. Linux 2.4.10/2.6.4 or later  

 

Teams that only have access to Macs may use this guide to learn about using Boot Camp to 
install Windows on their system and examine their other options. 
 
3. Software. The following free software must be installed on all competition computers 
before a team participates in a round of competition. All of these products except VMware 
Fusion, which is only required for teams using Mac computers, are free. The CyberPatriot 
Program Office cannot provide support for other software that may be used 
 

a. WinMD5: Verifies that virtual machine images are fully downloaded (Install guide). 
b. 7-Zip: Extracts images after they have been downloaded (Install guide).  
c. VMware Player 6.0.7 (Windows and Linux) or VMware Fusion (OS X). (¦ǎŜǊΩǎ DǳƛŘŜ) 
 

(1) VMware Player 6.0.7 is free software that runs on 32-bit and 64-bit operating 
systems and is the officially supported software for the competition.  

(2) While teams are not prohibited from using other virtualization products (e.g. 
VMware Workstation, VMware ESX/ESXi, etc.) or more recent versions of VMware 
Player, the CyberPatriot Program Office cannot provide technical support at the 
hypervisor level for other products.   

(2) Issues stemming from the use of products other than VMWare Player 6.0.7 are at the 
risk of the team and are not grounds for an appeal.  

(3) Some virtualization software, such as VMware Workstation, offers functionality that 
is unavailable in VMware Player (e.g. snapshots). Teams are prohibited from using 
any functionality that is unavailable in VMware Player 6.0.7. For information on 
differences in various VMware products, go refer to www.vmware.com/support  

(4) Modification of VMware Player default settings are permitted at the risk of the team 
and are not grounds for an appeal. Some modifications may cause image instability 
and network connection issues. 

 

4.  Network.  It is the ǘŜŀƳǎΩ responsibility to provide an Internet connection during the 
competition. The most common difficulty encountered by teams during competition is a 
school proxy server or firewall blocking their web traffic. All teams will need unrestricted 
access to HTTP (TCP/IP port 80) to compete and may find HTTPS (TCP/IP port 443) to be 
helpful when preparing for competition. 

  

a.  Minimum Network Specifications. 
(1) DSL or faster network connection. 
(2) Unrestricted access on port 80 for the competition scoring client. 
(3) Port 443 access for logging into CPOC Tech Chat, www.uscyberpatriot.org and MSDN 

https://s3.amazonaws.com/UserGuides/CyberPatriot+-+Mac+Instructions.pdf
http://www.winmd5.com/
https://s3.amazonaws.com/UserGuides/Install+WinMD5.pdf
http://www.7-zip.org/
https://s3.amazonaws.com/UserGuides/Install+7zip.pdf
https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/6_0
http://www.vmware.com/products/fusion/overview.html
https://s3.amazonaws.com/UserGuides/Opening+an+Image.pdf
http://www.vmware.com/support
http://www.uscyberpatriot.org/
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(4) Recommended: A backup plan in case of internet failure 
 

b. Network Troubleshooting. If network issues do arise, teams should first contact the IT 
administrator for their network. The CyberPatriot Program Office can then work with 
these individuals to determine other methods of allowing teams to access the scoring 
server from their location. The following tools may be useful in avoiding network issues. 

 

(1) CCS Connection TestΦ ¢Ƙƛǎ ǎƻŦǘǿŀǊŜ ǘŜǎǘǎ ŀ ƴŜǘǿƻǊƪΩǎ ŀōƛƭƛǘȅ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ 
scoring server. 

(2) AT&T Air Cards. Available in limited amounts, these devices may be provided to 
teams that have limited Internet access for the competition. Air cards may only be 
requested by Coaches via a survey after the Coach registration deadline and are 
distributed based on need and availability prior to Round 1. Air card failure is not 
grounds for an appeal. 

 

3005.  COMPETITION EVENTS.  The CyberPatriot online competition rounds contain one or 
more of the following scored events.   
 

1.  Network Security Challenge.  The Network Security Challenge is the main event during the 
online rounds. It is a cyber defense event based on finding and fixing security vulnerabilities in 
operating systems. Additionally, teams may be asked questions about actions they took 
during the event. The CyberPatriot Competition System (CCS) is used to score this challenge. 

 

a. Virtual Machine Image (Image).  CCS scores teams on their discovery and remediation 
of vulnerabilities in a virtual machine image.  A CyberPatriot image is a simulated 
operating system played on virtual machine player that contains scoring software. Specific 
operating system image types will be released prior to the competition rounds.  

 

 

Figure 3-4. Image Delivery 
 

b. Coach Image Responsibilities.  Coaches shall ensure that passwords, competition round 
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images, and competition software are strictly controlled.  When the round is complete, 
Coaches shall delete the competition images according to the guidance in competition 
emails. /ƻŀŎƘŜǎ ǎƘƻǳƭŘ Ƴŀƛƴǘŀƛƴ ǘƘŜ ǘŜŀƳΩǎ ǎŀǾŜŘ ǎŎƻǊƛƴƎ Řŀǘŀ ǳƴǘƛƭ the result of an 
appeal or inquiry is published and then delete the data. 

 

c. Accurate Host Computer Time. Host machine clocks must be set to the correct local 
time zone, time, and date. Teams should check these factors before competing and NOT 
change the host computer time or date once a round has begun. Teams can use 
http://www.time.gov to check their local clock. 

 

d. CyberPatriot Competition System (CCS).  CCS is an Internet-dependent competition 
system used for the online competition Rounds.  CCS uses a client-based scoring system 
based on scored security vulnerabilities that are fixed, remediated, or identified in an 
image.  It is possible to reduce a score if a fix to one vulnerability undoes a previous fix, or 
if a team is assessed a penalty for an action that makes a system less secure or conflicts 
with the scenario for that Round. Points lost to penalties can be recovered by way of 
corrective action. Not all vulnerabilities in an image are scored. 

 

2. Cisco Networking Challenge.  The Cisco Networking Challenge is a timed event 
administered by Cisco Systems in which teams answer questions regarding networking and 
complete virtual networking challenges with the Cisco Packet Tracer software.  Middle School 
Division teams participate in Cisco Networking Challenges for score during the Semifinals. 
 
 

a. Networking Academy Site. All Open and All Service Division Coaches and Mentors are 
able to gain access to this site at the beginning of the competition season. All networking 
challenges during the online rounds take place on this site.  
 

 
 

b. Scoring. The networking quizzes and virtual networking Packet Tracer challenges are 
automatically scored by the Networking Academy website. They are then weighed 
appropriately with the Network Security Challenge according to the given rounds in which 
the challenges occur. 

 

3006.  TECHNICAL SUPPORT.  Technical support for online competition rounds is provided by 
the CyberPatriot Program Office and temporary CPOC staff during every competition window 
(see Paragraph 3002) on every competition weekend (all times Eastern).  
The primary means of technical support are: 
 

1. CPOC Tech Support Chat Session 
2. Telephone: 1-877-885-5716 

Notice: Competitors under 13 years of age are not permitted to access the 
Cisco Networking Academy online and will receive their study materials from 
their Coach or Mentors. 
 

http://www.time.gov/
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3. Email (cpoc@uscyberpatriot.org) is used by the CPOC for broadcasting critical competition 
information and is not a means of submitting technical support requests during a round. 

 

3007. REGIONS. Only Open Division teams are placed into a region based on their geographic 
location. These Regions may factor into some advancement and awards. A map denoting which 
states and areas belong to each region is below. Each region has eight states or areas except for 
the Midwest, which has nine, and the At-Large, which has 10. All Service Division teams have 
Categories (see Paragraph 3008) instead of Regions. There are no Middle School Regions. 
 

- Northeast ς Connecticut, Maine, Massachusetts, New Hampshire, New Jersey, New 
York, Rhode Island, Vermont 

- Mid-Atlantic ς Delaware, Kentucky, Maryland, Ohio, Pennsylvania, Virginia, 
Washington, D.C., West Virginia 

- Southeast ς Alabama, Florida, Georgia, Louisiana, Mississippi, North Carolina, South 
Carolina, Tennessee 

- Midwest ς Illinois, Indiana, Iowa, Michigan, Minnesota, Nebraska, North Dakota, South 
Dakota, Wisconsin 

- Southwest ς Arizona, Arkansas, Colorado, Kansas, Missouri, New Mexico, Oklahoma, 
Texas 

- West ς California, Idaho, Montana, Nevada, Oregon, Utah, Washington, Wyoming 
- At-Large ς Alaska, Europe (AE), Pacific (AP), American Samoa, Guam, Canada, Hawaii, 

Puerto Rico, U.S. Virgin Islands, Virtual Teams*  
 

If areas that are not listed field a team, they will be placed in the At-Large region.  

 
Figure 3-5. Open Division Regions 

 

3008. ALL SERVICE DIVISION CATEGORIES. All Service Division teams are placed into a category 
based on the organization fielding the team. These Categories factor into awards and 
advancement. All Service Division teams do not have regions. Open Division teams have 
Regions (see Paragraph 3007) instead of Categories. There are no Middle School Division 
Categories. Categories are listed below. 

mailto:cpoc@uscyberpatriot.org
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1. Army JROTC     3. Marine Corps JROTC 5. U.S. Naval Sea Cadet Corps 
2. Navy JROTC  4. Air Force JROTC  6. Civil Air Patrol 

 

3009. SCORING. The following rules govern scoring for all online rounds of competition at all 
tier levels (See paragraph 3010.) and in all divisions. 
 

1. Network Security Challenge. Network Security Challenge scores are based on the number 
of security vulnerabilities fixed or remediated and questions about actions taken on images. It 
is possible to reduce a score if an action undoes the protection of a previous fix.  

 

2. Cisco Networking Challenge. Cisco Networking Challenge scores are based on team 
performance in quizzes and/or virtual networking activities. 

 

3. Other Factors. Percentages, difficulty, number of vulnerabilities fixed, or other weighting 
factors will NOT be used to calculate scores in the Qualification Rounds and will not be 
considered in the advancement of teams to any competition round. 

 

4. Weighting. The Network Security Challenge will be the most heavily weighted event even 
in rounds that include a Cisco Networking Challenge. 

 

5. Administrative Penalties.  Penalties Ƴŀȅ ōŜ ŀǇǇƭƛŜŘ ǘƻ ǘŜŀƳǎΩ ǎŎƻǊŜǎ ŦƻǊ rules and conduct 
violations (See Chapter 4). 
 

6. Tiebreakers. The tiebreaker system is different for different rounds of competition (see 
Paragraphs 3010 and 3011). 

 

3010. OPEN AND ALL SERVICE DIVISION COMPETITION STRUCTURE AND ADVANCEMENT. The 
following is the structure and advancement for the high school divisions. However, the Open 
and All Service Divisions have small differences in their competition structures and these 
differences will be noted in the rules where applicable. While different challenges may be given 
to teams in different tiers (more below), different challenges are not given to teams based on 
their Open or All Service Division affiliation. 
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Figure 3-6. Open Division (Top) and All Service Division (Bottom) Competition Structures 
 

1. Qualification Rounds.  All Open and All Service Division teams can participate in these 
ǊƻǳƴŘǎΦ  ! ǘŜŀƳΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴ wƻǳƴŘ м ŘƻŜǎ ƴƻǘ ŀŦŦŜŎǘ ƛǘǎ ŀōƛƭƛǘȅ ǘƻ ŎƻƳǇŜǘŜ ƛƴ wƻǳƴd 2.  
Teams missing Round 1 can participate in Round 2.  
 

a. Qualification Round Competition Challenges.  Rounds 1 and 2 will contain the Network 
Security Challenge and Cisco Networking Challenge.  

 

      b. Advancement to the State Round. Advancement to the State Round from the 
Qualification Rounds is different for Open and All Service Division teams. 

 

     (1)  Open Division Advancement to State Round. Team scores from Rounds 1 and 2 are 
added together to determine placement in one of the three tiers. Teams in the top 30% 
of combined Round 1 and Round 2 scores advance to the Platinum Tier, teams in the 
middle 40% of combined scores advance to the Gold Tier, and the remaining 30% 
advance to the Silver Tier. 

 


