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CyberPatriot Program Office
Air Force Association
1501 Lee Highway
Arlington, Virginia 22209198

October 4, 2016

Welcome to theCyberPatriot DRules BoakThis document serves as the official source of rules
andprocedures governing the National Youth Cyber Defense Competition of CyberPAattiot
registered CyberPatriot participantscludingCoaches, Mentord,eam Assistantgand
Competitors, are boundybthe rulesand procedurepublished in this documenthis

document is in force until the release of the next signed change or edition.

A special thanks to the Coaches and Mentors of the CyberPatriot Rules Advisory Group who
contributed to therules book Their teamlevel insights and recommendations were

Fdzy Rl YSyidlt (2 GKA&a R20dzySyiQa RS@St2LISyilo
publication.

If the rules of the school or organization to which a team belongs are more restrictive than the
Cy(SNX I UNR2G NYzZ Sa>x GKSy (GKS a0OK22tQa 2NJ 2NHI y A

Changes to this document will be posted on the CyberPatriot website and distributed via email
to CyberPatriot Coaches.

Please sbmit recommendations for updates or changeshis document by email to the
CyberPatriot Program Office. Address the emafidoc@uscyberpatriot.orgith the subject
GwdzZt Sa . 221 wSO2YYSYRIGA2Yy dé

Qnce Sl

BERNARD K. SKOCH
NationalCommissioner
CyberPatriot

Air Force Association
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A

INTRODUCTION

The mission of CyberPatriot isittspirestudents toward careers ioybersecurityor other
science, technology, engineering, amathematics (STEM) disciplines critical to our nation's
future throughthree main programs: the National Youth Cyber Defense Competition, AFA
CyberCampsand the Elementary School Cyber Educatiotiative. This documentovers the
rules andprocedures that govern the National Youth Cyber Defense Competition.

The competitiorcan only operate iéll Competitors, Coaches, MentpiBeam Assistants, and
staff adhere tothe highest ethical standardSince the competition idistributed, all are
expected to behave according to theguiding principles in order to ensure its success:

1 Integrity. The foundations of the competition are the honesty and ethics of all those
involved in the progranmespecially in the absence of supervision.

1 Service All adults musput the weltbeing and education of the Competitors ahead of
their own concerns in preparation for and during the CyberPatriot competition.

1 Excellence The competitiorpushesstudentsto acheve their bestduring the
competition and beyond.

Towards these guiding principles, Competitors, Coaches, Mentors, Team Assistastaffand
shouldusethe following operating principleduring all aspects of the competition

1 Competitor Safety andProtection. Since mos€ompetitors are minorghis MUST BE
THE TOP PRIORfGvall involvedL & A& GKS /21 OKQ&a NBalLlRyaAoh
and protection of his or her team while involvedal CyberPatriotactivities. He or she
must create asafe environment that provides protection from unauthorized individuals,
ensure appropriate online activity, antesuitably securefacilities. In the event that
an incident occurs involving the protection or safety of a Competitor, the Coaslan
obligation to follow correcprocedures ofeporting theincident to local authorities and
to stop or mitigate the incident immediately.

91 FEairness No participant should attempt to gain or give an unfair competitive advantage
to any individual oteam. Any questions or concerns regarding fairness should be
directedto the CyberPatriot Program Office immediately.

1 Adherenceto the Rules Everyoneshould obey the rules and regulations outlined in
this documentCoaches are charged with ensurthgt teams donot behave otherwise.

f Privacyt | NI A Oérdaitalinfioem@tion dnusbe protected bythosewho have access
to it. The CyberPatriot Program Offi€&aff may publish participant namesd
photographs when appropriatgermission is obtained.

1 TransparencyTo ensur@penness and honestgtaff and Coacls shall engage in two
way communication on competition matters that do not infringe upon fairness

1 Cyber CitizenshipThe CyberPatriot competition teaches Internet ethics and safety and
defensive activity onlylt is not a hacking competition nor does it teach or tolerate
hacking or any activity related the unauthorized entry, use, or modification of a
computer, system, or network by a person, persamstools
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1001 COMPETITIOSTAFFFor the online rounds of competition, competitiota#f isthe full-
time staff of the CyberPatriot Program Office and temporary staffin the CyberPatriot
Operations Center (CPOC).

1. CyberPatriot Program Office

The CyberPatriot Program Office is the department within the Air Force Association
responsible for organizing and administering all aspects of the CyberPatriot Program under
the National Commissioner.

a. National CommissionerThe CyberPatriot Nation@lommissioner is responsible for the
operation of the program and has final authority on all decisions relating to the
competition.

b. CyberPatriot Program Office StaffThe CyberPatriot Progra@fficestaff supports the
National Commissioner and handlthe dayto-day operations of the program and
competition support. The office can be reached by telephone during ndéastern Time
Zonebusiness hours at 87885-5716. Technical questions can be directed to
cpoc@uscyberpatriot.orgnd programmatic, registration, or outreach questions can be
directed toinfo@uscyberpatriot.org

2. CyberPatriot Operations Center (CPO@)cated withn the CyberPatriot Program Office,
the CPOC provides Tier 1 helpdesk support for CyberPatriot online competitismly
establishedduringcompetitionweekendsand may be reached &77-8855716 or by Tech
Support Chatln addition to the CyberPatri®®rogram Office Staff, the CPOC is staffed by
temporarystaff during the peak hours of competition activity.

1002 COMPETITION DIVISIONGYberPatriot teams are divided into threesisions Open All
Service, and Middle School. Each of théisgsionsis independent of the others; teams in one
divisiondo not directly compete against teamsather divisions Unless otherwise specified,
rules andproceduresapply equallyto the teams in altlivisions

1. Open Division All high school and senior higavelstudents may compete on an Open
Division team, provided that team is fielded by afeéhe organizations below.

a. Organizations that Can Field Open Division Teaifgere is no limit on the numberf
Open Division teaman organization can field.

(1) Pwlic School  (5) Parochial School (8) Home School

(2) PrivateSchool  (6) Magnet School (9) Charter School

(3) Scouting Unit  (7) StateChartered Virtual School (10) Boys and Girls Club
(4) YMCA and YWCA Centers

b. RegionsOpen Division teams are placed into a CyberPatriot Region basieion
state or geographic location. Regions factor into some awards and advancement during
the Elimination Rounds. More information on Regions can be fauihragrapt8007.


mailto:cpoc@uscyberpatriot.org
mailto:info@uscyberpatriot.org

NATIONAL YOUTH CYBHREDISE COMPETITION RULES AND PROCEDURES
(CYBERPATRIORIXES BOPK

c. Composite TeamsThe preference is for students to participate through the school or
home school through which they receive the majority of theglucation Howeverthe
National Commissioner may consider the creation of a composite Open Division team
from more than one fielding organization if:

W ¢KS 2NBFYATFTGA2yaQ airi Sa R2 y2i &dzld2 NI
(2) The organizations are not fielding other CyberPatriot teams.
(3) The Competitors belong to a common legally recognized entity, suckcsoal

district, nonprofit organization, or municipality.

In addition the National Commissioner may consider the creation of a compgopéa
Divisionteam comprised of both Middle School and High School Competitors if:

(1) In the estimation of the Coaci,KS &aO0OK2 2t 2NJ 2NAIFIYyAT I GA2y Qa
the formation of a viable Middle School Division team on its own.

(2) No more than two middle school studenisll beregistered to the team.

(3) The Competitors belong to a common legally recognized entity, asiehschool
district, nonprofit organization, or municipality.

(4) The verification official for the team consents to the formation of a composite team.

(5) Only one composite team based on age per organization will be granted.

These requirements must be met tequest approval for a composite team, and do not
guarantee the National Commissioner will grant an exception.

2. All Service DivisionAll high school and senior higavelstudents may compete on all
ServiceDivision team, provided that team is fielded by one of the organizatiehsw, per
6KSaS 2NHIYATIGA2YEaQ YSY2NIyRIF 2F | ANBSYSy G

a. Organizations that Can Field All Service Division Tearhere is no limit othe
number of All Service Division teams that an organization can field.

(1) Army JROTC (3) Marine Corps JROTC (5) U.SNaval Sea Cadet Corps
(2) Navy JROTC  (4) Air Force JROTC (6) Civil Air Patrol

b. CategoriesAll Service Division teams are placetb Categories based on their
affiliation with one of the organizatiorsbove Categories factor into some awards and
advancement during the Elimination Roun8ge ParagrapB008 for more onCategories

c. Composite TeamsTheNationalCommissioner may consider the creation of a
compositeAll Service Divisiaieam from more tharone unitif all of the following
conditions are met

(A0 ¢KS dzyAGaQ aAl Sa R2 y20 adzZJIR2NI | Fdzf f
(2) The units are not fielding otheéZyberPatot teams.
(3) The first common senior in the chain of command approves the composite team

(e.g., CAP Group Commander, USNSCC Regional Captain).

3
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(4 ¢KS 2NHFYATFGA2yQa bldA2y It 1 St RI dzl NI SNJ
the creation of thecomposite team

In addition the National Commissioner may consider the creation of a compisite
Service Divisioteam comprised of both Middle School and High School Competitors if:

(1) In the estimation of the Coach, tlizy’ A (i Q & nét Aubdrt tRe@nation of a
viableMiddle School Division team on its own.

(2) No more than two middle school studentsll beregistered to the team.

(3) The first common senior in the chain of command approves the composite team
(e.g., CAP Group Commander, USNSCC ReGeyptaln).

Ae¢KS 2NHIFIYATFGA2yQa blradAazylFf | SI RIjdzZ- NI SNA
the creation of the composite team.

(5) Only one composite team based on age per organization will be granted.

3. Middle School Division Allmiddle school angunior highlevelstudentsmay compete on a
Middle Sclool Division team, provided the team is fielded byagprovedMiddle School
Division organizations listdaklow.

a. Organizations that Can FieMiddle SchooDivision Teams

(1) Public School  (6) Charter School (10) StateChartered Virtual School
(2) PrivateSchool  (7) Magnet School (11) Civil Air Patrol

(3) Home School  (8) Boys and Girls Club(12) U.S. Naval Sea Cadet Cdérps
(4) Parochial School (9) Scouting Unit Navy League Cadet Corps
(5) YMCA and YWCA Centers

b. Composie Teams The preference is for students to participate through the school or
home school through which they receive the majority of their education. However, the
National Commissioner may csider the creation of a compositdiddle SchooDivision
team from more than one fielding organization if:

A0 ¢KS 2NHIFIYATFdA2yaqQ aial Sa R2 y2i a&adzZJJ2 NI
(2) The organizations are not fielding other CyberPatriot teams.
(3) The Competitors belong to a common legally recognized entity, such as a school
district, nonprofit organization, or municipality.
(4) U.S. Naval Seaadet Corps and Civil Air Patrol teams use the same proceasidis
Service Division teams to indiel concurrence from theimrganization§National
Headquarters CyberPatriot Representative

These requirements must be met to request approval for a composite team, and do not
guarantee the National Commissioner will grant an exception.

4. Other OrganizationsAt the discretion of théNational Commissioneother organizations
may field a team in one or more of the above DivisidRequirements foparticipation are:

4
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a. Charterand Youth ProgramThe organization shall have a charter that inclsideyouth
program for highschool and/or middle schodével students.

~

b. Mission and Purpos@ ¢KS 2NBIYAT L (A shfll@siconyistentavkh2 y | Y R
the principles and values of the CyberPatriot Program and AFA.

c. Designated Official LeaderThe organizatioshallhave a leader who is accountable for
the organization and is authorized to designate adults to have unsupervised access to
minors in the organization.

d. Minor Protection Policyand Training The organization shall have an il policy for
the protection and safety of minors.

e. Minor Protection Training RequirementMandatoryand formal training shall be
required for adults who have unsupervised access to minors.

5. Teams shallemain in their assigned divisions ontey have competeih Round 1. If a
team had not competed in Round 1 then they shall not change their division after Round 1

is complete.
1003 TEAMs Teamsare the basigroupings of CyberPatriot participants

1. Members of a CyberPatriot Tearfigure 11 depicts a CyberPatriot teamA team
consists onlyf the Coach, Mentor, Team Assistant and Competigmsociated witha
given CyberPatridieam number Although CyberPatriot is currently only open to
approved schools and organizationseteis no U.S. citizenship requirement for any
CyberP#iot competition participant. However, Technical Mentors and Team Assistants
must be have a social security number or Canadian social insurance number to undergo
the required background chechiternational teams will compete in CyberPatriot under
specific agreements made with their sponsoring schools or organizatiaean
positionsare described in more detail in Paragraphs 1Q907.

Coach (1): Teacher or Team Assistant Mentor (unlimited): Adult Competitors (2-6 per
adult leader who (unlimited): Adult who  technical advisor who team): Students; only five
supervises team helps Coach with non-  teaches cyber concepts may compete at a time;

(required); must be verified technical support (optional but non-competing members
by a Verification Official (optional) recommended) are substitutes

Figurel-1. CyberPatriot Team Members
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2. Team ldentification For official purposes, team identification is standardized to recognize
teams, assign sces, maintain anonymity, and avondisunderstandings in communication.
Teams are identified as follows:

a. Team Numbers Team numbers are assigneédringregistration and are the primary
means to identify a team for competition purposesich as assigning scores

b. Unigue Identifiers. After the team number is assigned, each team is assigned a Unique
Identifier for their competition images. Before eawund, Coachs may locate their ten

digit alphanumeric code used for validation with the CyberPatriot scoring server on the

/| 2+ OKQa 5 aKo2l NR 2y AddikdBally, @isccSNedworking&haliénges S 6 a A
login credentials will be assignedtoedctsS I ¥ ' yR LI2adSR 2y GKS [/ 21
Unigueldentifiersand Cisco Networking Challenge login credentigllsnot be emailed to

teams in competition emails.

c. OfficialNames The official name oeams belonging to a school, includisigOT units,
is theschool nameThe official name oftber teams, such as CAP and 38 units, is
the organization name Composite teambave anofficialnameassignedy the authority
that approvedtheir composition

d. Unofficial Names Teams can create unoffictabm nickhamesto identify themselves

at any time.The names must be in good taste and are subject to veto by the CyberPatriot
Program Office. Team names are optional and will not be used to officially identify teams.
Coachesnust ensure nicknames are appropriate and do not includeharcking or

offensive language.

3. Anonymity. Excepfor the following exceptions in whic iF 2 NI G A2y NBf I 0 SR
performance (e.g., scores, rankings, advancement) is published, the team will remain
anonymous, except for its team number.

a. Exception 1: Online Rounds

(1) Theteam namesand team numbersf the top scoring teams in eacoundmay be
listed with their score®n the publicscoreboardduring a competition round

(2) Teams that win an award or certificate during the State and Regional Rounds and/or
advance to the Regional Rounds will have their official naesmnickname and Coach
name published by the CyberPatriot Program Office. This information will not be
aa20AF0SR gAGK GKS (SIYyQa ao2NBao

b. Exception 2: The National Finals Competitiocfreams thatidvance to lhe National

Finals Competitiomavetheir offical names,unofficial names, Coaaame, and

I 2YLISGAG2NBRQ yI YSE Lzt AAKSR® ¢KAA AYTF2NNI O,
scores.This information may be published in the following places:

(1) The CyberSentindghe officialCyberPatriot newsletter
(2) The CyberPatriot websifeww.uscyberpatriot.oryand social media

6
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(3) The National Finals Competition program
(4) Presgeleases
(5) Communications to sponsaaad government officials

Teams winning awards at National Finals will have their official naBmapetitor names,
awards,and rankings publishedRankings for other National Finalists will not be published.

1004 COACHCyberPatriot requires an adult to register as a team Coach before any students
are permitted toregister or compete. Having one, and only oagylt Coach of record for each
team is anon-negotiablerequirement. An adult may oach up tdfive teamsandisresponsible

for the proper supervision ddll oftheir teams during all CyberPatrio¢lated activities A Coach
mayassistother teams, but only as a registered Mentor or Team Assisfiambe a Coach, an
individualmustmeet the following requirements:

1. Eligibility Requirements

a. Adult over 18 years of age on or before the Coach registration deadline.

b. Not a Competitor or high schotdvel student.

c. Not a member of the CyberPatriot Program Office.

d. Vetted and approved to work with minors byMerification Officia(see below)

e.! INBSa (G2 06ARS o0& GKS /@80SNXIFGNR2G /21 OKS
(See Appendices | and II).

2. Verification Officials

All Coaches are required to be vetted and approved to work with minors by Verification
Officials. Schoolbased teams, including JROTC teams, must be verified by a principal or
assistant principal. CAP teams must be verified by a unit commander or deputyander.
USNSCC Coaches must be verified by Begional National Headquarters Representative or
an officer higher in their chain of commartecouting units and all other approved
educational organizations must be verified by an organization headigrhoot members of

a team, Verification Officials perform the following critical functions:

a. Verify that a Coach is approviey the organizationto work unsupervised with minors
and has completed required youth protection training

b. Immediatelynotify the CyberPatriot Program Office if facts or circumstances call into
guestion the fitness of a Coach to ¢mue to supervise Competitors.

ctlhftARFGS | /21 O0OKQ&a aduil (dza -appiioved volureéroz £ S Y LIt
person with arapprowed relationship witlthe school offieldingorganizatian.

3. Additional RequirementsAdults must meet the following requirements in addition to
those mentioned above if they fall into any of the cases below.

a. Employees of SponsorBevelopment Partners, andFA An employee of a
CyberPatriot sponsor, development partner, or AFA shall receive consent from their
2NHIFIyAT I GA2yQa RSaA3IYyFIGSR /@06SNXIGNR23G NBLN
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AFACyberPatrioProgram Officemployees are not eligible to participate in the
competition for one year after the last date of their AFA employment.

b. Competition Volunteersand Temporary Staff National Finals Competition volunteers
and Competition Administration Team members (eRpd, White, and Green Teams),
CPOC staff, and any other volunteers may not Coach, Mentor or otherwise assist a
CyberPatriot Tearduring the season in which they are volunteerorgor one year after
the last day of their involvement as a volunteer.

c. CAP or USNSCC membdrsese Coachesdsoshall meet all of the following
requirements:

(1) Senior Membepr Adult Leadem goodstanding with Civil Air Patrol or U.S. Naval
Sea Cadet Corps.

(2) Completion ofappropriate cadet protection program training (CPPT).

(3) Chairof-command authorizatiomf unsupervised access to cadets who are minors.

d. Home School Team Coachés areas where home schools are subject to local school
board or other governmental oversight, Coaches of home school teams shall be verified
by aco-op official or a home school teacher who can be verified bsgally recognized
agency that accredits atherwise approves home school prograr@maches of home
school teams must also meet the following requirements:

(1) Authorizationby theirregd I G Ay 3 | 3 Sy O patesiRo haveS & G dzZRSy U a
unsupervised access to team members who are minors.

(2) Procurement and retaining afritten and signed parental consent forms for
Competitorsfor the entire seasoitsee Appendix II).

(3) Completon ofa certified youth protection program such as the free Boy Scouts of
' YSNAOIF Qa | 2dzi K wh2niySdltingdigA trainek dogsingta | Y
have to be affiliated with Boy Scouts, but must create an account to take the online
training.

4. Responsibilities

a. Competitor Protection Coach responsibilityicludescontrolling access to minors a
way that protects them, respects parental prerogativasd follows legal requirements
during all competition training, events, and rounds. Additionally, Coaches are:

(1) Accountable for Mentors and Team Assistant interactwith the Competitors.
(2) Responsible for Competitorfety and protectionduringall competition training,
events, and roundésee Appendix Y/

b. Competition Integrity. Fairness and integrity are key components of a successful
CyberPatriot competition. Coaches are charged with upholding these principles at the
team levelduring competitionby ensuringhat their Competitors receive no outside
assistancen any form, inclding helpfrom Mentors and Team Assistar{teee Paragraph
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4004). Coaclkesmay continue to provide clarification of rules and pernbtsactiongper
this document while their teams compete.

c. Official Point of Contact Officialcompetition-related Cybédratriot correspondence is
emailedonlyto Coaches, who may disseminate it to their teams. thésefore essential
that Coaches monitor their email for #p-date information andensure they are capable
of receiving messages from the CyberPatriot Program Offik@@ uscyberpatriot.orj
through their chosen email domains. The role of official point of contact may not be
delegated to aMentor, unless the Mentor is appointed as a Coach Alternate (below).

5. No CompensationCoaches participate on a volunteer baamg do not receive
compensatiorfrom AFA AFA has no position with respect to gifts received by our volunteers.

6. CoachAlternate. If a Coach is not available to receive email and supesvigega round
of competition, then a Coach Alternate may designated.

a. Approval ProcessCoach Alternates are subject to CyberPatriot Program Office

approval on a casby-casebasis. Coach Alternatshould also be vetted and approved by

0KS 2NAIAYLFE [/ 2F0KQa #SNRATFTAOFGAZ2Y hFTFFAOAL§
Coach Alternatemay only act a€oach for the approved round of competition and not
substitute for theCoach during future rounds of competition without going through the
approval process agaisge Appendiy).

b. Coach of Record Changéhe Coach Alternate process is only to be used ifitiel Y Q &
Coach of record has a owmwéf scheduling conflict or emergency that prevents him/her

from managing the team during a specific round of competition. If the Coach of record is
unable to supervise the team over several rounds, he omstastcontact the

CybePatriot Program Office to transfer the team to another school or organization
approved adult for the remainder of the season.

1005 COMPETITOR® CyberPatriot team consists wfo to six competitorsup to five of

whommay compete at asingle timg¢.dzo & G A GdziA2y 2F GSIY YSY0oSNA
during the online rounds of competition. A Competitor shall compete on only one team during

a CyberPatriot seasoiio be a Competitor, students must meet the following requirements.

1. Eligibility Requirements

a. Open Division

(1) Competitors must be fully enrolled in a participating high school or senior high
program (or equivalent if home schooled/in a school that does not make this
distinction)or granted an exception by the National Commissioner for a composite
team of both Middle School and High School age competitors.

(2) Competitors shall be onny one team, even they belongto another organization
fielding a team.
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(3) JROTQJSNSCC, and Cédtles may compete on an Open Division team if they are
not a member of an All Service Division teahineywill not be identified as a
member of the JROTC, CAP, or USNSC¢€yiftle on an Open Division team.

b. All Service Division

(1) Competitors must benrolled in a high school or senior high program (or equivalent
if home schooled/in a school that does not make this distinctmmgranted an
exception by the National Commissioner for a composite team of both Middle
School and High School age competstor

(2) Competitors must be fully enrolled in the respective JROTC,cCABNSCC
program before participating in any competition round.

(3) All Competitors must be members of the same unit except in cases when the
National Commissioner grants an exception fog formation of a composite team.

(4) Competitors must at all times during the season remain enrolled in their respective
JROTC, CAP, or USNSCC program.

c. Middle School and Junior High School

(1) Competitors must be fully enrolled in a middle school or juhigh school program
(or equivalent if home schooled/in a school that does not make this distinction

(2) Home schools organizations, USNSCC units, CAP squadrons, and other organizations
may field middle school teams if all team members are enrolled in tlevatent of
a middle school or junior high school program.

2. Responsibilities It isthe responsibility of Competitors to abide by ti&yberPatriot
Competitor Code of Condutiee Appendi¥/[). Competitors will also agree to act ethically
each time they log on to a competition image.

1006. MENTOR Mentors, also kown asTechnical Mentas, areoptional (but recommended)
technical advisorOne or more registered Mentors may be chosen by a Coach to assist with a
CyberPatriot team. Teanae notrequired to have a Mentor, an@oacksmay act in the
combined role of a Coach and Mentor

1. Eligibility
a. Adult over 18 years of age.
b. Not a Competitor or high schotdvel student.
c. Must pass a CyberPatriot Program Office backgraowestigationevery two years
which requires possession of a social security number or Canadian social insurance
number.
d. Agrees to abide by th€yberPatriot Standards of Condusté Appendix II) and must
not teach hacking skills or offensive cylectics to Competitors.
S® aSSita sA0GK | GSIFY 2yite gA0K GKS /21 OKQa
f. Must be officially linked through Volunteer Central to the team(spthghe is assisting

10
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2. SuggestedResponsibilities There is no minimum time commitment for Mentoisor
example, a Mentor can volunteer on a guest lecture basis or commit to training a team
throughout the competition season. Suggested responsibilities include the following:

al ROAAAY3I GKS GSIFYyQa /210K 2y aiAftta adl ddza
b.5S @St 2LIAYy IS guidinke, alpkrbio téagh-cyb&r Qaiensa skills and ethics.
c. Teaching and assisting Competitors with cylefenseskills and ethics.

3. Coaches as MentorsA Coach may be a Mentor for other teamdy if he or she is also
registeredas aMentor. Coaches not registered as a Mentor are ineligible for Mentor awards.

4. No Gompensation Mentor positions are voluntary and do not receive compensation. AFA
has no position with respect to gifts received by volunteers.

1007. TEAM ASSISTANTE:am Assistants are adult team membetso provide non

technical support and encouragement to the teafreams are not required to hadeam
AssistantsTeam Asstants must register on the CyberPatriot website and can be linked to their
teams by Coachesdfter meeting all their requirements.

1. Eligibility
a. Adult over 18 years of age on or before the Coach registration deadline.
b. Not a Competitor or high schot#vel student.
c. Must pass a CyberPatriot Program Office background investigation

d. Agreedo abide by theCyberPatriot Standards of Conduse¢ Appendix )l
e. Must be officially linked through Volunteer Central to the team(spihghe is assisting

2. ResponsibilitiesTeamAssistantesponsibilities vary by team, but sample responsibilities
include helpingvith competition ®tup, snacks, and transportation.

3. No CompensationTeam Assistant positions are voluntary and do not receive
compensation. AFA has no position with respect to gifts received by volunteers.

1008 CYBERPATRIOT CENTHREXCELLENGE/berPatriot Centers of Excellen€COES) are
recognized as leading institutions and organizations in promoting STEM and cyber education.

1009 CYBERPATRIOT RULES ADVISORY GROUPTHOARAGdviseghe National
Commissioneon competition rules angrocedures Coaches and Mentors all experience
levelsmay join the group.TheSeniorDirector ofCyberPatrioOperations chairs the CRAG.
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2001 GENERALTeam egistration begingn April and endin October Coaches, Mentors, and
Team Assistants registenline atwww.uscyberpatriot.orgAfter their team application has

been approved, Coaches log into their accountg R NB IA A GSNI GKSANI GSIFYQa

2002 COACH REGISTRATI@Mach registration begins tlieamregistration processOnly

Coaches may register teams

1. Creating TeamsAfter creating a CyberPatriot Volunteer account, prospective Coaclmes ca

register up to five teams eadby logging into the CyberPatriot website and clicking the

a/ NBIFGS ¢SI Y¢

odzitizy 2y

0 K SCorNgetBoksanli ajtey theikR &

team application ivalidated bytheir Verification Official and approved llye CyberPatriot

Program Office.

2. Coaches of Multiple Team#\n adult may register as a Coach for up to five teams from the

same or diffeent schools, organizations, oivésions under the following conditions:

a. Verification VerificationOfficials must separately verify a Coach for each registered

team, even when the teams are registered under the same organization. This will require

response for up to five separate verification emails per Coach.

Detailedteam registration instructionand screenshotare availablen the CyberPatriot

reqgistration page

Prospective

Prospective
Coach

Coach
Signs into

CyberPatriot
website

Creates Volunteer Account
on CyberPatriot Website

Prospective
Coach

Creates Team™*
on Website

(Identified as the Coach.)

CyberPatriot
Program Office

Sends Verification Email
to Verification Official

Verification
Official

Approves Coach's team
application

CyberPatriot
Program Office

Approves team

Coach

- Registers Competitors
- Pays Registration Fee
- Searches for a Mentor

*The Coach must use the “Create Team” button to submit an application for each team he or she will coach (Each Coach can coach up to
5 teams). All team applications must be independently verified and approved by the CyberPatriot Program Office.

Figure2-1. Coach (Team) Registrati®mnocess

2003 MENTOR AND TEAM ASSISTRNEGISTRATIOMentors and Team Assistants follow

the same registration process. Thagt register individually without a team assignmeot

f233Ay3 Aydz2

GKSANI £+2€ dzy i SSNI I 002 dzy i
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I LILX A O ( A 2thei Dashbriand. Mygntoss ¥ind Team Assistants may register on the site
with or without contacting a CyberPatriot team beforehand and may watk teams in their
physical location or virtuallyhere is no deadline for Mentor or Team Assistant registration

1. Background CheckAll Mentors and Team Assistants are required to complete a

background check conducted by the CyberPatriot Program Office. CyberPatriot does not have
access to any checks or clearances performed by other organizations, so alr$/kmdo

¢SIY !aaradlryda Ydzad dzzyRSNH2 ol O1{3INRBdzyR OKSO
company, PeopleFacts, Inc., every two yedhe CyberPatriot background check is not a
ddzoadAddziS FT2NJ I a0OKz22tQa 2N 2NHEemag T | A2y Qa
processes

2. Linking with Teams Once a Mentor or Team Assistant is approved by the CyberPatriot
Program Office, Coaches may contact or link them to their teams using a list of available
Mentors and Team Assistants. Mentors and Team Assistants can add or remove themselves
from this listby logging into their Volunteer account and changing their availability status
dzaAy3 GKS G9RAG tNRFTAESE odzit2yd aSyid2Na

YR
F2N) FaaAradryoOoS dzaAy3d GKS AGCAYR ¢SIYéd odzii 2y 3

z

Team Assistants are paired with Coaches only with mutual consent.

Additional instructions for registering as a Mentor or Team Assistant are avdilakde

Prospective Prospective Prospective CyberPatriot

Mentor or Mentor or Mentor or Program Office
Team Assistant Team Assistant Team Assistant

- Approves Mentor Application if
Creates Volunteer Signs into Completes Mentor background checkcurrent
Account CyberPatriot application - Emails background check link to
on CyberPatriot website website Adult Individual whose
background check not current

Prospective CyberPatriot

Mentor or Program Office
Team Assistant

Mentor or
Team Assistant

- Receives completed background
Completes background check check report from screening company
form and emails it to screening - Approves Mentor or Team Assistant’s
company application

- Searches website for teams
in need of assistance
- Contacts teams

Figure2-2. Mentor and Team Assistant Registratierocess

2004. COMPETITOR REGISTRATHWter their team application has been verified and
approved, Coaches must add their Competitors to their online rosters by the Competitor
Registration deadline 11:59 pm ET on Novembgy 2016. To do so, a Coach logs into biis

her account, clicksthé h LG A 2y aé¢ odzildz2zy G2 GKS NARAIKG 2F GKS
Competitorh ¢ KS /21 OK (0KSy FTAftfta 2dzi I F2N¥Y OGKIFG |

address, and-shirt size. Coaches must also check a box indicating they have received parental
consg/ i FNRY (KS /2YLSGAG2NRa LI NByda 2N ITdzZ NRAL
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parental consent forms to the CyberPatriot Program Office. They just need to check the box
indicating they have received oral, written, or tacit consent through membeishapclub,

activity, or class.

1. Competitar Email After a Competitor is added taroster,he or shas automatically

emailed a link to a short questionnaire. After tl@dmpetitorquestionnaire has been
submitted by the student, he or she is fully irgtgred and eligible to compete in CyberPatriot.

CyberPatriot
Program Office

Approves team
application

Coach

Signs into
CyberPatriot
website

Coach

Registers
competitors

Coach

-Enters Competitor's information*®
-Certifies parental approval

CyberPatriot
Program Office

Emails Competitor
Questionnaire™*

Competitor

Completeas
Competitor
Questionnaire

Competitor

Fully registerad and
eligible to compete in
CyberPatriot.

link to Competitor

*If a Competitor does not have an email address, the Coach can use the Competitor’s parent/guardian’s address, or create an email
address (e.g. Gmail) for the Competitor(s) to use to register.
**Competitors will not be given login credentials for the website. They just need to click the link and complete the questionnaire.

Figure2-3. CompetitorRegistratiorProcess

2005. TEAM REGISTRATIONSEHEeam is completely registered whés applicable fee has

been paid or waived by the National Commissioner. The Open Division registration fee is $195,
the Middle School Division fee is $155, and there is no fee in the All Service Division. Due to an
agreement with National Headquartersv{CAir Patrol teams competing in the Middle School
Division do not pay a fee. All fees must be paid by the registration fee deadline Nové@&nber,
2016.

1. Fee Exemptions-ees may be waived in the following circumstances.

a. Title | schools and schsawith inadequate funding may request fee waivers.
b. Teams composed entirely of female competitors.

2. More information is available on the CyberPatriot website at:
https://www.uscyberpatriot.org/Pages/Get%20Involved/VoluntdeegistratiorRForm.aspx
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3001. GENERALEach teancompetes in a series ainline competition roundsby fixing

vulnerabilities, hardening systems, and performing other tagksunds are held on weekends
and dl divisbns compete on the samgeekends. Howevethe high school and middle school

competitionshave different structuresBelow is aroverviewof the competition schedule.
Teams may compete in any six consecuhieer periodwithin the specifiedCompetition

Windowsduring the onlinecompetition rounds Unless otherwise noted, all competition times

are Eastern TIméT)

May Jun Jul Aug Oct Nov Dec Jan Feb Mar Apr
Regional/
Exhibition  Exhibition  Exhibition Exhibition Practice State Catego National Finals
Round1 Round2 Round3 Round4 Round Roundl Round?2 Rounds Rounds  PracticeRound
May18-27 Junel-10  July6-15  Augl0-19 Oct11-25 Nov11-13 Dec9-11 Jan13-15 Feb3-5 Mar7-17

x 9

12 Firflist Teams l
National Finals

(o)

. 5 (Any § W

3 Finaljst Teams

Middle School

Practice State .
Round  Roundl Round2 Round Semifinals
0Oct11-25 Nov11-13 DecS-11 Jan13-15 Feb3-5

[. = Unscored Round * = Scored Round J

© Alir Force Association

13 Finalist Teams: il 2-6,2017
All Service Djvision (JROTC/CAP/USNSCC) 13 Finalist Teams: i
2 xAmy JROTC 2 XAt Force JROTC 2 USNSC
2 xNavy JROTG 2XCAP x Wid Cald :
2 x Marine Corps JROTC :

Figure3-1. Detailed Competition Timeline

302. COMPETITION WINDOWBeamamay compete for a six consecutieur period within
one of three given competition windows on tieidaySundaydatesdesignatedor each online

round (see Timeline aboveThis sixconsecutiveK 2 dzZNJ LISNA 2R 0 S3Aya
image is opened iMware(see Chapter 4rheCyberPatriot Program Officeasailable for
technical supportt all times during the competition windowsee ParagrapB006). Teams

GKSY

should not compete otside of these competition windows, as the scoring server is unavailable

to receive team scores. The following are the competition windows for each competition

round:

Friday: 9:00 a.nt; 3:00 a.m. SaturdagT
Saturday: 8:00 a.m¢ 11:59 p.mET
Sunday10:00 a.mg 10:00 p.mET
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3008. COMPETITION COMMUNICATI@Nnail fromnfo@uscyberpatriot.or@nd
cpoc@uscyberpatriot.orgrethe official and primary means of competition communication.
Official competition information will be postad the CPOC tech support chat
www.uscyberpatriot.organd Facebook there are technical issisewith official email.

1. Competition Email Teams receivievo competition emails before each online
competition round and oner two emailsafter, depending on the competition round
Coaches are the only individuals who receive these enaaitsit is theiresponsibility to
ensure that each of the emails listed belawe receivedCoactesshould contact the
CyberPatriot Program OffiGeemails are not receiveih the time frames listed belowFailure
to receive emails is not grounds for appeal.

a.Download and Instructions EmailOn or kefore theMondayprior to the competition
round, Coaches receive an emaittwimage download information in addition the
following:

(1) How to decrypt/decompress images. (3) Technical information
(2) Imagespecific information.

b. StartEx Email At 9:00 a.m Easternon the Friday of the roundan email will be sent to
all Coaches with the following information:

(1) Image decryption passwords
(2) Changes to instructions sintdge Download and Instructions Email.

c. Preliminary Score EmailThis emails used only for the Elimination Rounmsensure
that scores are correct before advancement information is releaseuhtiies Coaches
of their scores from the recent round and issues a deadline for Score Correction
Requests (See Chapt).

d. Results Email Release of thigmail is contingent on a variety tdctors including
inquiries and appealshe goal for relese of the email ifive working days after the
completion of the competition roundrheCompetitionRound Results Email contaiime
following information:

(1) The scores from the justompleted competition round.
(2) A general list ofulnerability categoriesan the imagesSpecific vulnerabilities will not
be published. The general list of vulnerabilities categories may include:

- Access contradnd settings - Insecure services - Policy violations: files

- Antivirus - Logon policy - Policy wolations: services

- File sharing and permissions - Malware - Updates: OperatingSystem
- Firewall - Miscellaneous - Updates: Other

- Forensics questions - Password policy - User Policy

18
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m ] - n

8 9 10 11 12
Download and
Instructions Email

Competition Windows =——»

16 17 18 19

Preliminary Results Email
(Elimination Rounds Only)

3 =

22 23 24 25 26 27 28

15

Results Email

Figure3-2. SampleCompetition Emaitchedule

2. Information and Notifications In addition to emailjnformation may be posted isome or
all ofthe following areasluring competition rounds.

a. CyberPatriot Websitewww.uscyberpatriot.org

b. CPOC Tech Support Chat:
https://fedgov.webex.com/fedgov/onstage/q.php?PRID=5632977f96b90348071a216c699
12878

c. Facebook www.facebook.com/CyberPatriot

d. Twitter: www.twitter.com/CyberPatriot

e. Public Scoreboard (only available during competition):
http://scoreboard.uscyberpatriot.org

3. Unique Identifiers and Cisco Networking Challengegin CredentialsUnique Identifiers

and CiscdNetworking Challenglgin credentialgor the competition argosted on the

/| 2 OKQa 5 aKo2l NR 2y Caadkés withat recBintUhiquéN@edtiliersg S 6 a A
and login credentials in competition email€oaches are encouraged to check their

Dashboard before the competiticeind makea copy of their Unique Ehtifiers and Login
CredentialsL ¥ GKS /21 OKQ&a 51 aKo2FNR Aa y2aG | @FAtl of
Operations Center to receive their Unique Identif@rd login credentials.

[N
P "~
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Team 09-9997’s

Competition
Information Gi
I1SCO Lop;j,
. 0gin .
/ %o, o, Credentials
5 S/
/ 09:5907 ¥ Gyber '?O;f Team Status: Approved isco P“"“;mgst%gz;gw%sscp Sk
) pauk

Team Unique ID:  0794L89H55
Role Name Email Address Status
Jane Johnson janjohn@somewhere.edu

Ralph Testing testing123@yahoo.net

{Daphne Ortiz daphneo@hgy.org

Cisco Login: 099998cp
Cisco Passwor d:  55H08L4970cp

Tea Status: Approved
' 09-9998 Cyber Manatees Verifier Info: Paul Kozlowski paukozl@somewhere.edu
qeum Unique 1D: 5510814920 >
Role Name Email Address

Jane Johnson janjohn@somewhere.edu

Chloe McCartney chloemac@moring.goe

& Wesley Oberma wobg@yelrsite.net
e O “a\S
Q \ e
<& g ae
(o3 \)(\\Q ; 0\-0%\“ e
Team 09-9998’s #~ (1s<
Competition
Information
Figure3-o ® / 2 OKQ& 5FaKo2FNR 6A0GK ! yAldz§S LRSYGATASN.

(Names and credentials are fictitioaad anyresemblance to real persons, livingdead, is purely coincidentgl

3004. COMPETITIONECHNICAREQUIREMENTBeamsnust meetminimum hardware,
software, and networkequirements to participate in CyberPatriothese requirements are
kept to a minimum so that as many teams as possible may compete.

1.Hardware Teams need only one computer to compete. Howelecause there are up to
three virtual machine images in a round it is recommended that teams have at least three
computers with the following minimum specifications.

a. 1 GHz Intel x86ompatible processor (2+ GHz chgake or better with virtualization

extensions recommended)

b. 4GB RAM (2GB RAM may work but VMware Player is likely to run very slowly)

c.30 GB of free disk space

d. 1024 x 768 or higher display
Some host systems may meet the above requirements, but are unable to run the latest
VMware poducts. If you are unsure whether your system can run this software, please refer
to the VMware Playedocumentation.

Notice:CRIX isFinal Season for 3Bit, Host Computer Operating Systems

All teams will be required to have @it, host computeroperating systems beginning in
CyberPatriot X. Teams still usingl#2computers and operating systems are encouraged
to plan now to avoid an issue with participating in CyberPatriot in October 2017.

2. Operating System The CyberPatriot competition software is tested on Windows systems.
NonWindows operating systems may be used at the risk of the team using thensshoiets
stemming fromthe use of the noAWindows operating systenare not grounds for an appeal.
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Teamcomputers must have operating systems that can use VMware Player 6.0.7 or Fusion. The
following operating systems have this capability:

a. Windows 2000 or later
b. OS X 10.4.11 or later
c. Linux 2.4.10/2.6.4 or later

Teams that only have access to Matayusethis guideto learn about using Boot Camp to
install Windows on their system and examine their other options.

3. Software The following free software must be installed on all competition computers
before a team participates in a round of competition. All of these products except VMware
Fusion, which isnlyrequired br teams using Mac computers, dree. TheCyberPatriot
Program Office canngprovide support for other software that may be used

a. WinMD5 Verifies that virtual machine images are fully downloadedtéll guide.
b.7-Zip. Extracts images after they have been downloadedtéll guidé.
c. VMware Player 6.3 (Windows and.inux) o’VMware FusioffOS X)..(& SNQ& DdzA RS

(1) VMware Player 6.0 is free software that runs on 33t and 64bit operating
systems and is the officially supported software for the competition.

(2) While teams are not prohibited from using other virtualization products (e.g.
VMware Workstation, VMware ESX/ESXi, etcrore recent versions of VMware
Player the CyberPatriot Program Office cannot provide technical support at the
hypervisor level foother products.

(2) Issues stemming from the use of products other thd@iWare Player 6.0 are at the
risk of the team andire not grounds for an appeal.

(3) Some virtualization software, such as VMware Workstation, sffenctionality that
is uravaibble in VMware Player (e.ghapshots)Teams are prohibited from using
any functionality that is uavailable in VMware Player 6/0For information on
differences in various VMware products, igder to www.vmware.com/support

(4) Modification of VMwarélayer default settings are permitted at the risk of the team
and are not grounds for an appe&ome modifications may cause image instability
and network connection issues.

4. Network. Itisthel S| Msgpénsibility to provide an Internet connecticluring the
competition The most common difficulty encountered by teams during competition is a
school proxy server or firewall blocking their web traffic. All teams will need unrestricted

access to HTTP (HAP port 8) to compete and may find HTTPS (TCP/IP port 443) to be
helpful when preparing for competition.

a. Minimum Network Specifications
(1) DSL or faster network coection
(2) Unrestricted access on port 80 for the competition scoring client.
(3) Port 443 access for logging i@®0OC Tech Chatww.uscyberpatriot.orcand MSDN
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(4) Recommended: A backup plan in case of internet failure

b. Network Troubleshooting If network issues do arise, teams shbfirst contact the IT
administrator for their network. The CyberPatriot Program Office can then work with
these individuals to determine other methods of allowing teams to access the scoring
server from their location. The following tools may be usefidvoiding network issues.

(1) CCS Connectidfesth ¢ KA & aA2FaG gl NBE GSada I ySig2N] Q:
scoring server.
(2) AT&T AiCardsAvailable in limited amounts, these devices may be provided to
teams that have limited Internet access for the cortipp@n. Air cards may only be
requested by Coachega a survewfter the Coach registration deadline and are
distributed based on need and availability prior to Roundif card failuras not
grounds for an appeal.

3005 COMPETITION EVENTS&e CyberPatriot online competition rounds contain one or
more of the following scored events.

1. Network Security ChallengeTheNetwork Security Challenge is the main event during the
online rounds. It is ayber defense event based on finding and fixing security vulnigres in
operating systems. Additionally, teams may be asked questions about actions they took
during the event. Th€yberRtriot Competition System (CCS) is used to score this challenge.

a.Virtual Machine Image (Image)CCS scoséeams on their discovery and remediation
of vulnerabilities in a virtual machine image. A CyberPatriot imagsimsidated
operating system played on virtual machine platfeat contains scoring softwar&ecific
operating system image types will be released priothicompetition rounds.

The Cloud

Program Office S s

Tea m Image Download
- ns

Start-Ex / Start Competition

age Unzipped = Email
with Password = s (Password)
Rnundl\;i\‘ﬁlﬂ l
— )
Enter Passwe ord .
| r Verified with
Coach ——

(MD5 Program)

Figure3-4. Image Delivery

b. Coachimage Responsibilities Coaches shall ensure that passwords, competition round
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images, and competition software are strictlgntrolled. When the round isomplete,
Coacheshalldelete the competition images accordingttee guidancan competition
emails/ 21 OKSa aK2dzZ R YIFIAYydl Ay (tKeSesiitsflary Qa
appeal orinquiry is publishe@nd thendelete the data.

ax

c.Accurate Host Computer Timélost machine€locks must be set to the correlctcal
time zone, time, and dateleams should check these factors befooenpetingand NOT
change the host computer time or datece a round has beguiieams can use
http://www.time.gov to check their local clock.

d. CyberPatriot Competition System (CCS)CS is an Internrdependent competition

system used for thenline competition Rounds CCS uses a clidmdsed scoringystem
basedon scored security vulnerabilities that are fixed, remediated, or identified in an
image. Itis possible to reduce a score if a fix to one vulnerability undoes a previous fix, or
if a team is assessed a pdtydor an action thamakes a system less secumeconflicts

with the scenario for that Round. Points lost to penalties can be recovered by way of
corrective action. Not all vulnerdhtiies in an image are scored.

2. CiscaNetworking Challenge TheCiscoNetworking Challenge is a timed event
administered by Cisco Sgmsin which teamsanswer questions regarding networking and
complete virtual networking challengesttvithe Cisco Packet Tracer softwaididdle School
Division teams patrticipatie Csco Networking Challengésr scoreduring the Semifinals

a.Networking Academy . AllOpen and All Service Divisi@oaches and Mentors are
able to gain access to this site at the beginning of the competition seasaretétbrking
challenges durinthe online rounds take place on this site.

Notice Competitors under 13 years of age are not permitted to access the
CiscoNetworking Academy online and will receive their study materials fror
their Coach or Mentors.

b. Scoring The networkingjuizzes and virtual networking Packet Tracer challenges are
automatically scored by the Networking Academy website. They are then weighed
appropriately with the Network Security Challenge according to the given rounds in which
the challenges occur.

3006 TECHNICAL SUPPORE&chnical support for online competition rounidgrovided by
the CyberPatriot Program Offieend temporary CPOC stalfiringevery competition window
(see ParagrapB0Q(2) on everycompetition weekend (all times Eastern)

The primay means oftechnical supporare:

1. CPOC Tech Support Chat Session
2. Telephone: B77-885-5716
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3. Email(cpoc@uscyberpatriot.opgs used by the CPOGr broadcastingeritical competition
informationand is not a means aubmitting technical support requestkiring around.

3007. REGIONSOnlyOpen Division teams are placed into a region based on their geographic
location. These Regions may fachato some advancement and awardsmap dentéing which
states andareas belong to &ch region is below.d€h region has eight states or areas except for
the Midwest, which has ninend the AtlLarge, which has 1@ll Service Division teams have
Categories (see Paragrapfi8) instead of Region3.here ae no Middle School Regions.

- Northeast¢ Connecticut, Maine, Massachusetts, New Hampshire, New Jersey, New
York, Rhode Island, Vermont

- Mid-Atlantic¢ Delaware, Kentucky, Maryland, Ohio, Pennsylvania, Virginia,
Washington, D.C., West Virginia

- Southeast¢ Alabama, Florida, Georgia, Louisiana, Mississippi, North Carolina, South
Carolina, Tennessee

- Midwestc lllinois, Indiana, lowa, Michigan, Minnesota, Nebraska, North Dakota, South
Dakota, Wisconsin

- Southwestc Arizona, Arkansas, Colorado, Kansas, Missouri, New Mexico, Oklahoma,
Texas

- Westc California, Idaho, Montana, Nevada, Oregon, Utah, Washington, Wyoming

- At-Largec AlaskaEurope(AE) PacifidAP) American Samo&uam,Canada, Hawaii,
Puerto RicolJ.SVirgin Islandsyirtual Teams*

If areas that are not listed field a team, they will be placed in th&akge region.

REGIONS

@ = Northeast [l Southwest [
AE AP
Q wmid-Atlantic [l West [0}
s L sl @
o Southeast . At Large .
’ G . PR . Midwest .
v @ w@

Figure3-5. OpenDivision Regions

3008 ALL SERVICE DIVISIKN EGORIEAII Servicdivisionteams are placed into eategory
based on the organization fielding the team. These Categtaater intoawardsand
advancementAll Servicdivisionteams do not have regions. Open Division teams have
Regions (see Paragrapf07) instead of Categorie$here are no Middle School Divis
Categories. Categories are listed below.
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1. Aimy JROTC 3. Marine Corps JROTC 5. U.S. Naval Sea Cadet Corps
2. Navy JROTC 4. Air Force JROTC 6. Civil Air Patrol

3009 SCORING he following rules govern scoring for all online rounds of competition at all
tier levels(See paragraph 301Gapdin alldivisions.

1. Network Securiy ChallengeNetwork Security Challengscores are based dhe number
of security vulnerabilitie$ixed or remedated and questions about actions taken on imades
Is possible to reduce a s@oif an actiorundoes the protection of a previous fix.

2. Cisco NetworkingChallenge Ciscd\etworking Challenge scores are based on team
performance in quizzes and/or virtual networking activities.

3. Other FactorsPercentages, difficulty, number of vulnerabilities fixed, or other weighting
factors willNOTbe used to calculate scores in tQialification Runds and will not be
considered in the advarement of teams to any competition round

4. Weighting TheNetwork Security Challenge will Bee most heavily weighted event even
in rounds that include a Cisco Networking Challenge.

5. Administrative Penalties Penalties @ 6 S | LILJ A SR rillgs and®dyetr Q a 02 N
violations SeeChapterd).

6. Tiebreakers The tiebreaker system is different for different roundsompetition (see
Paragrapls 3010 and 3011).

3010 OPEN AND AISERVICE DIVISICOMPETITION STRUCTBRBADVANCEMENThe
following is the structurendadvancementor the high school divisions. HowevengetOpen
andAll Service Divisions have small differences in their competition structures and these
differences vill be noted in the rules where applicabM/hile different challenges may be given
to teams in different tiers (more below), different challenges are not given to teams based on
their Open or All Service Division affiliation.
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Certificate
Winners
+36 Wild
Cards

Platinum
State
Round

Platinum
Regional
Round

National Finals

30% of Competition

all teams

Certificate
Winners
+36 Wild
Cards

40% of
all teams

Certificate
Winners
+36 Wild

30% of i Cards Silver
all teams S|I\éer Stjate Regional
i Round

Figure3-6. Open Division (Top) amll Service Division (Bottom) Competition Structures

1. Qualification Rounds All Openand All Servic®ivision teams can participate in these
NP dzy Ra @ I GSEHFYQAa LISNF2NXYIFYyOS Ay w2dd2R M R2S:
Teams missing Round 1 can participate in Round 2.

a. Qualification Round Competition ChallengeRounds 1 and 2 will contain tidetwork
Security Challengand Cisco Networking Challenge.

b. Advancement to the State Rounddvancemento the State Rundfrom the
Qualification Roundss different for Open and All Service Division teams.

(1) Open Division Advancement to StaiRound Team scores from Rounds 1 andr2
added together to determin@lacement in one of the three tiers. Teams in the top 30%
of combined Round 1 and Round 2 scaxdsance tahe Plainum Tier, eams in the
middle 40% of combined scores advancethe Gold Tier, and the remaining 30%
advance tahe Silver Tier.
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