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mer. We are, and we are fast at work preparing for CyberPatriot V. T

/@80 SNIFONAR2G /2YLISGAGARZ2Y {&&aids$ o 0
CyberNEXS, which has powered our competition and will continue to be a critical p Students must be
of our program. Also, our rules book is under development and will be released late i96’ 2012

the summer. It will be the authoritative source for the CyberPatriot competition, andﬂ Team registration
we know you will benefit from a good look at it when it comes out. Congratulations fﬁ)

Pregrap Office Bits
[ _ gﬁiﬁoté Coach and Ment
We at the CyberPatriot Program Office hope you are enjoying a greatf A Registration is Open!
Go to:www.uscyberpatriot.org

month we are excited to announce our new competition software: Thq Y (5/K a0 X ? }{t }‘df 8 E‘Z}f %ngf'a ! EZ?
CoacAes' r{egistrﬂatlon ends Sep%. % 1 a

. . . . . . - Competition dates for CyberPatriot V can be downloadgd
Hamza Siddiqui (from University High School in Orlando, Florida), who created the Wi i -/amwww.uscyberpatriot.org/CP5/CP%20V%

or\

—

entered into the team websites by O

payments are due Oct. 31, 2012

ning entry in our CyberPatriot Poster contest! Thank you to all who participated. \VI&BKZODocuments/ch Competition_Sked.pdf /

all the positive changes in CyberPatriot, we are sad to note that the tenure of the pro-

INF YQa SINIASAld | yR & hMAPesdsnt and CESILIRGEN] |
Mike Dunn (USAF, Ret.), is drawing to a cl@aeneral Dunn oversaw the developmehnt
and expansion of CyberPatriot, and through his brilliant visionary leadership and ¢n-
gagement with industry and government leaders he significantly contributed to the
National High School Cyber Defense CompetitMe wish General Dunn well as he
moves on to bigger and better thingés you can see, there is a lot going on, so please
stay connected.See you back here in August!

Bernard K. Skoch
Commissioner
CyberPatriot Program

Elevators to BMWSs: /€S NFASK
Major New Cybersecurity Flaws Found against college and

By Alison Fang YueAssistant Editor

Imagine this: Your air conditioning However, theWwashington Post  ploited, NBC.com reports that car
R2SayQd 62NJ] X & examinedthe network and found fieves in the United Kingdom arg
alarm in your apartment, the ele- an unknown number of Niagara using them to steal BMWs.

vator stopped working, and to top run networks are vulnerable to
it all off, your car has been stolen ha_cl_<ers. Following the di_scovery, Ol ND& -Boarfl Digghogtics)
This scenario is not as feetched  '"dium released abulletintowarm 1 N7; | vy R R2 gy 2
as you might think. Recently the customers about the vulnerabili- ,5ique digital ID. Using that ID, th
press reported major security flay €S and how to limit them. thieves are able to drive off with
with infrastructure and automo- TheWashington Posi G I (i S R ¥he canatto@ activating alarms

biles. situation] demonstrates how evenor immobilizers. To read the rest of Found

CKS ¢ NARRAGdZY / 2 NSmall misstepsinwriting software fhg NBC.com articlelick here.

Framework was supposed to be ¢ OF configuring systems can have g, there is good news: BMW is
secure way to link companies to- NU9€ implications. In cyberspace, o rking with other manufacturers
gether and to the Internet; it sup- determined hackers routinely 4 authorities to fix the OBD

ports over 11 million devices in 5; ransform obscure gaps into majofiggppole.
countries. From security and sur- \?VS SdZtN‘RP”%meq) sBiIIy Rios and Terry McCorkle, a
- ashington Posarticle. ! ( '
veillance to elevators to personne pair of security researchers found
trackers to medical equipment,  thq,gh it is unknown if the secu- holes in Niagara that would allow

many devices use Niagara. rity holes in Niagara are being ex- (Continued on Page 4.)

Air Force Association ’ / —

Hackers plug blank key fobs into a (The answer appears on Page 4.

R I'A3K {OK22fQa acCSI N

the Utah Cyber Defense Challenge. The team took first place

industry teaméSee Page 2.)

4 This Mont)hds
Question

Is my cell phone open to an attag
the same way a computer is?
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http://www.technolog.msnbc.msn.com/technology/technolog/hackers-steal-bmws-3-minutes-using-security-loophole-868400
http://www.washingtonpost.com/investigations/tridiums-niagara-framework-marvel-of-connectivity-illustrates-new-cyber-risks/2012/07/11/gJQARJL6dW_story.html?wpisrc=al_excl
http://www.washingtonpost.com/investigations/tridiums-niagara-framework-marvel-of-connectivity-illustrates-new-cyber-risks/2012/07/11/gJQARJL6dW_story.html?wpisrc=al_excl
http://www.uscyberpatriot.org
http://www.uscyberpatriot.org/CP5/CP%20V%20Documents/CPV_Competition_Sked.pdf
http://www.uscyberpatriot.org/CP5/CP%20V%20Documents/CPV_Competition_Sked.pdf
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CyberPatriot to Introduce New Competition System in G

CyberPatriot V will have a new competition sys-Training documents for CCS will be under tivdore info on CCS will be presented at future

GSY G2 O2YLX SYSyGybdr! LEQEOCSRHDISNE®2E ONI Ay ORH OKISEDNGRSSE 4 yEARW]| dzy RS

Network Exercise System) which GKS a/@0SNXFGONR2G =+¢ Gro 0
powers CyberPatriofThe Cyber- \ www.uscyberpatriot.org

Patriot Competition System (CC Competitors using CCS will use the same b

CyberN
was developed by CIAS for the K ness rules as used in previous yearind and
CyberPatriot National High Schc ' fix vulnerabilities.

Cyber Defense Competition. SAIC

The new CCS software will be introduced to com|®" em0oam .
petitors during the combined practice round, CyberPaiior Y

October 1- 12, 2012. Then CCS will be used in Image Status and Scoring Report

Report Generated at: 06/01/12 11:29:17

rounds 1, 2, and 3.5 (Consolation Round). Roung
3 (Semifinals) and the National Finals Competitio .
will be powered by CyberNEXS.

CCS requires Internet access to report scores.
Competitors will receive immediate feedback
from CCS on their performance. A screenshot of
the scoring report is shown to the right.

AFA President and CEO Lt. Gen. Mike Dunn (USAF, Ret.)
will step down from his post on July 31st. He was a

major supporter of CyberPatriot and due to his engage-
ment and visionary leadership, CyberPatriot grew expo-

Clearfield Falcons Soar to First Place at Utah Competition

Salt Lake City The Clearfield High School Cadets shocked the room by winning. "We mi CyberPatriot is also powered by CyberNEXS
AFJROTC CyberPatriot team, Frearsome have had a little home field advantage," stated which supports competitions around the
Falconsdefeated college and industry teamgetired Major Kit Workman, the Clearfield coac country.

to walk away with first place at the first Utah "The kids [had] experienced the CyberNEXS < Additionally, the cadets will have one more

Cyber Defense Challenge. ware befo_re, and have_ competed as ateam, b opportunity to compete as 2012 team. Their
The State of Utah hosted the Cyber Defense'V€ Never imagined being able to compete jctory qualified the Falcons to participate in
Challenge, with the support of one of [with], let alone beat, college teams and cyber y,o 5012 Global CyberLympics, a worldwide

/] B0 SNI FGNR2GQ& C2dzy Qg\r(gegsmrgfills.Nﬁpyﬁw‘ﬁllgnes{apqytlog KIG virtual cyber competition that started this
local corporations, to increase involvement ifAd €specially our coach, Mr. Dave Boswell,  oneh,

the cybersecurity field. The live networkde- T NB Y {F6Ahaz LyO® Ay

fense competition was held to challenge the Because three seniors from the CyberPatriot g Hargrave, John Maxfield, Hunter Poe,
skills of corporate cyber professionals and team were graduating, the team had been Eric Takacs, and Preston Boss who competed
college cyber teamddowever, officials were s'earchingvfor another_ cpmpetition after taldng in the Cyber Defense Challenge. Good luck in
excited to have the Clearfield High School 0 KA NR LJX I OS Ay [ @0 SN
Falcons join the competition. Competition in March. Then the opportunity

The AFJROTC cadets defeated teams such £8™Me to participate in the first Utah Cyber ChifiSusses
Brigham Young University, which took secon{§nd€ in June. The challenge was part of the :
place, and a Utah Information Security team inaugural Utah Cyber Defense Challenge ang

that took third place. Symposium.

Congratulations to Cadets Braxton Allen,

the CyberLympicsh Edited by Alison Fang Yuen

The symposium was designed to bring the ing
try, education, and government cyber comm
ties together to help direct Utah's cyber future
Central to the event was the Utah Cyber

With a virtual qualifying round, the Falcons
were one of seven teams to advance. The
competition was a live siltour event. Each

team managed eight networks while under

attack by a red team. In what was a very chaR ST Sy as [ Kt ttsSyas L2y RE2 Y5 Qdets BraptariyAH Daniel Har-
lenging and close competition, the Clearfield CyberNEXBetwork defense software. grave, John Maxfield, Hunter Poe, Eric Takacs and Preston
Boss (Boss is not pictured above) competed in the Utah
CyperPatriot now exceedS00teams. To check out the article about it, go to: Cyber Defense Challenge. The photograph is of the team at
http://www.afa.org/media/press/cp_500_milestone.asp the CPIV National Finals Competition, where they won

third place in the All Service Division.

The CyberSentinel

Publisher Editor Assistant Editor CyberPatriot Program Office
.SNYFNR Yo { 120K CNI yOAa { o22ap asdvBogh@rpakriot.org

 9ail: inffo@uscyberpatriot.orgoTelephone: 877.885.571/6
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IL Spotlight on Los Angeles Unified School District (LAUSD)

LAUSD CyberPatriot
Teams San Fernando High
School (left) and Reseda
High School NJROTC
(right). San Fernando will
compete this year in Cyber-
tFGNRA20G +£Q& h
seda was in the All Service
Division and competed in the
CyberPatriot IV National Finalj

Competition.
LAUSD Intensifies Academic Support/Training LAUSD is &yberPatriot
By Carey Peckgeyond the Bell Program Center of Excellence

Nearly 50 LAUSD area teams

CyberPatriot V is rapidly approaching and the Beyond the Bell (BTB) Branch of t ?ﬁcipated in CRV. of

Angeles Unified School District (LAUSD) has been stepping up the professional

academic support made available to its CyberPatriot teams. Which, two
teams com-
The LAUSD landed two teams in the finals of CyberPatriot Il and CyberPatriot I\VV. gé¥&d in The

RAAGNROGQa 32+t Aa (2 aSyR Gé2 2N Y2 NBtodkbRingd G2 GKS TA a SOSNE
excellent contenders and it will be difficult as BTB teams have yet to claim a me abompetition “

This year, district teams will receive more training, more professional and acade
support, especially through its affiliation with CyberWatch West (CWW), and an i
creased number of professional and industry contacts. CWW is a consortium of
Coast schools that have received multiyear funding from the National Science Fay
tion and Department of Homeland Security. The goal of the consortium is to incr
the development of computer security courses in member institutions and to develpp
student outreach program. The program aims to develop secondary system stud
who are primed for careers in cybersecurity. The target is to bring students and aca-
demic/industry contacts together. That fits the bill for the LAUSD teams!

During the summer, the LAUSD teams have been studying course materials developed
in conjunction with lead partner California State Polytechnic University. The materials

AyOf dzRS LyGSNYySiG addzRée O2dzNESas LI adlesSk-NBRQ /858N LFINK20 O02YIISGA
O2dzNESa ALISOAFAOFLEte RSGSt2LISR o6& [ !|! fheBerfaryinfErankiit High Sthedl fednQodipetagiikneF F | y R
materials allow the teams to develop their skills, to study the systems they will have feyberPatriot IV National Finals Competition. Frankli

- : : e {OK22f A& LINL 2F [!!{5 ¢. P
master for the competition, and to practice with old competition images.
On the consultant side, BTB teams are able to develop new professional contacts with About Beyond the Bell
security firms, and with LAUSD system operators, to study systems security from tfTehe LAUSD Beyond the BEll
operational viewpoint and to learn techniques from people on the front lines. Ong of NJ y OK Q& 32|t Aa 2
the consultants, Nicole, just landed a new position with SpaceX, and she willbe retémp d d Sy & dzNB  G|KI G £ £ OKAfE RNB

ing for her third year to tutor BTB teams on the Linux operating system. and youth in LAUSD have

. cess to high quality, safi
The success of BTB CyberPatriot teams has generated some buzz. Some of the a%%naﬁ 'gn g Y, salg,
and supervised academic,

finalists of previous years returned to coach their school teams, and some campuses_ . . — i
. . enrichment, and recreation programs that inspire learn-
have doubled their program size. It seems that everybody has seen the photos and. .
. S . . ; ing and achievement beyond the regular school day|
wants that trip to D.C.. Franklin High has been to the finals twice and will launch three. " a A = L a < X
; . . 60ST2NBE YR I FUSNI aoOKz22f Iy
teams to compete this year. North Hollywood has six teams, and Kennedy High hag YISt Sa ! VATASR {OK22f [5A&d
four, but more will come. This excitement and recruiting power will shine in the com: !

L X . . . Web site.) If you would like to learn more about the
petition come faI_I._ BTB is eagerly looking forward to another exciting year in the ¢ blgtrayond the Bell Branch, visit their Web site at:
defense competition! /

2

btb.lausd.net/about/




