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A Microsoft Imagine Cup is a Cyber Diamond sponsor of
CyberPatriot

A Under its sponsorship, Microsoft allows fully registered
CyberPatriot participants to access and use MSDN
(Microsoft Developer’s Network), also known as
DreamSpark

A MSDN is an educational “storefront” through which users
can “shop” for and download free Microsoft products

A Most products come with 2-year license keys

A MSDN is an extremely generous program and a very useful
tool for teams that want to create their own practice
images and access other Microsoft software
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MSDN Eligibility

A MSDN access is only granted to (or renewed for) Coaches, Mentors, Team Assistants, and Competitors fully registered
for the current season of CyberPatriot

A You can check your registration status by logging into and viewing your Dashboard.* Coaches
can also check the registration status of their competitors from their Dashboard (see respective screenshots below)

T

More information on the Coach and Competitor registration processes is available

A More information on the Mentor/Team Assistant registration process is available

*You should also receive automated emails notifying you when your status has been updated. If you have not been receiving these
emails, check your spam and add to your approved senders list.

(Coach’s Dashboard) A fully registered
Coach will have an
Team Status: Approved <€—

" ” 1 -
Verifier Info: Rachel Zimmerman cpoc@uscyberpatriot.org Ap proved Status Options
Payment Status: Awaiting Payment

07-0160 : CP Test Team &

Team ID {(Hash):
Role Name Email Address Status .
A fully registered
Coach Cyber Patriot info@uscyberpatriot.org . .
Competitor will have
Competitor CyberPatriot Competitor1 info@uscyberpatriot.org Registered - .
a “Registered” status

(Mentor/Team Assistant’s Dashboard)

Welcome Cyber Patriot A fully registered Mentor/Team Assistant
will have an “Approved” status

Edit Profile Change Password
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http://www.uscyberpatriot.org/
https://www.uscyberpatriot.org/Pages/Registration/How-to-Register-a-Team.aspx
https://www.uscyberpatriot.org/Pages/Registration/Mentor-Registration-Instructions.aspx
mailto:info@uscyberpatriot.org

Activating Your Account

A MSDN accounts are issued/renewed in batches

H Air Force Association's CyberPatriot Program- Dream$pa 4:09 PM (1 minute ago) 1
twice a week for newly approved Coaches,
M ento rs’ an d CO m petito rs * This is an automated message — please do not reply as you will not receive a response. **
- - i - Welcome uscyberpatriot@gmail.com to your DreamSpark WebStore:
You should expect up to a 3-business-day lag
betwee n whe n yO ur Cybe rPatr|ot reg|st rat| on |S Air Force Association's CyberPatriot Program- DreamSpark Premium

You'll be excited to know a user account was just created for you at your school's DreamSpark

a p p roved to Whe n you r M S D N accou nt |S |SS u ed WebStore. With it, you can download and access a wide range of Microsoft developer tools,

servers, and platforms for free!

A New CyberPatriot participants will receive an et sttt

To complete the registration process, you need to follow just 1 step! Clicking the registration link

1 H i below will send you to a page where you'll be asked to create a unique password for your account
email from an @kivuto.com address with ———— | Deowmlsendyou o2 page vherey que p Y
instructions for activating their accounts Complete Your Registration: “ i ) i

http:ife5. onthehub.com/d_ashx?s=tvkoc6gu07 &u=aafib029-a633-e411-9403-b&cadasdb7al
- Ch eck yo ur s pa m fo I de r |f you are fu I |y reg|ste red If you are redirected to your institution's internal sign-in page, use your institution credentials.
and have not received the email feehnieal Support
If you have any technical difficulties while registering. downloading the software. or anything else.
. . . . . . check out the Help section of your WebStore and review the frequently asked questions. If you
A Retu rnlng pa rt|C|pa nts W||| not receive an emall don't find what you're looking Tor, just click the Contact Us link at the bottom of the Help page to
contact your Program Adminisirator to get additional support.
n Otlfyl ng t h e m t h e I r a CCO u nt h a S bee n If you have any questions, please see the Help section of the website.
renewed. Trank you

Alr Force Association's CyberPatriot Program- DreamSpark Premium
http:ife5.onthehub.com/d_ashx?s=bb5odegvt3

- You should be able to |Og into your Old account 2- This message from Microsoft is an important part of a program, service, or product that you or
3 b u Si n ess d ays afte r yo u r regist rati O n Stat u S fo r ;?Iliggerg?;r;yr;g%cnased or participate in. Microsoft respects your privacy. Please read our
the current season has been marked “Approved” I AT s conmuntate, ol o ot prtrenes i

Microsoft Corporation

A After registering, you will be logged into the one licrosot vy
MSDN site. Bookmark this site for easy access
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. Microsoft software for learning,
D rea m S p d rk . teaching and research -

Air Force Association's CyberPatriot Program- DreamSpark Premium

Product Search

DreamSpark Premium

© Thank you for registering.

Welcome to your Academic
Software Center!

Software licensed under the
DreamSpark Program is available
here for students, faculty and staff.
Please note that this WebStore is
made available exclusively through an
agreement between your academic
institution and Microsoft.

If you encounter any difficulties,
please view the Help section above
for answers to your questions and for
information on how to contact the
DreamSpark Program Administrator
(PA) on your campus.

Start Shopping

\After logging in to the site, click the

“Start Shopping” link to browse
available software titles or search for
specific programs using the search bar
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. Microsoft software for learning,
D ream S p a I’k teaching and research -

|Air Force Association's CyberPatriot Program- DreamSpark Premium

Product Search

DreamSpark Premium

Q
Hicresot Corpar=tion

* New (1)

* Popular (17)

£7 Windows 7

T
(=]

= Developer Tools (59)
Microsoft Windows Microsoft Windows 8 Micrasoft Windows 7
* Servers (G6) 8.1
= Applications (68)

* Other (1) 2 Windows £7 Windows 7 o s

* All{197)

Microsoft Windows 7 Professional

Simplify everyday tasks: find something instantly, compare documents side-by-side, or easily back-up your
complete system over a network.

Enjoy a PC that warks the way you want it to; supports 64-bit technologies and offers XP Mode for your
business productivity applications.

Make new things possible: watch Internet TV, pause, rewind, and record TV or use Touch to interact with
your PC in new ways.

Download

Microsoft Windows 7 Professional with Service Pack 1 32/64-bit (English) -
DreamSpark

Available to: St

dents/Faculty/Staff

Backup media:

© Air Force Association

1. Click on a
program to
view details

2. On the next
screen, add the
program to your
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Your Cart

3. From your

Price

Microsoft Windows 7 Professional with Service Pack 1 32/64-bit (English) - Free | Remove h 1
B DreamSpark - Download - S O p p I n g Ca rt’

Date Added: 20140903 5:14 PM

click the “Check
Out” button

Subtotal: $0.00

Recommended For You

Backup disc - Microsoft Windows 7 Professional $13.95

2| Show Details ¥ English - Add

4. Read and accept the
terms of service and
other messages on the
B Mol Wodos T fssior i S ol 13264 - sou on the next few pages

& Continue Shopping « Check Out

Items  All prices are in US Dollars

Subtotal:  $0.00
Taxes: 5000
Total: 0.00

Contact Information  Fields marked with an asterisk (*) are required

First Name” Last Name” 5 . ReVi eW yo u r

CyberPatriot Program Office
S order and
uscyberpatriot@gmail.com

o ”
[“l'Yes, I'd like to receive email newsletters and student or educator promotional offers about development tools and roce e
technologies from Microsoft.

v

4
' Proceed With Order '
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} Downloading and Activating Software

Order Summary Order Information Immediately download the product
Order Date: 2014-09-03 5:22 PM Name: CyberPatriot Program Office from the confirmation page or
Order Number 100316042383 Fralh useyberpattet@amat com download it later from the link in
(=] Email order receipt the confirmation email you receive

/ after you purchase the product*

*Note: You may be prompted to install MSDN’s
Amount Secure Download Manager (an .msi file and
Microsaft Windows 7 Professional with Senvice Pack 1 32/64-bit (English) - 50.00 an .sdx file). Allow both of these files to run
B DreamSpark - Download

Items All prices are in US Dollars

Product Key[ XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
Instructions:

Burning the .ISOV.IMG file onto a disc

Messages:
® DreamSpark EULA

® Windows 7 Upgrade Considerations

Agreement Number: 1202812020 \

Make sure to keep a record of
Subtotal:  $0.00
Taxes:  $0.00 your Product Key, so you can
Total:  $0.00 .
activate the program after
installing it

© Air Force Association 3
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A Download an operating system file from
MSDN. It will be a .iso file.

A Open VMWare Player and click “Create a New
Virtual Machine.”

A Choose to install from “Installer disc image file
(iso) from the window that pops up

A Click browse and navigate to where you
download the image on your machine

&2 vMware Player File  VitualMachine  Help

~
@ Windows Server 2003
@ Ubuntu 10.04.1
@ Ubuntu 10.04.1

@ Windows Server 2003

@ Ubuntu 10.04.1
ws Saefer 2003

Welcome to VMware Player

Create a New Virtual Machine }
e

Create a new virtual machine, which wil then b
added to the top of your lirary.

|

@ e O[5

Open a Virtual Machine

Open an existing virtual machine, which wil then be
added to the top of your lbrary.

Download a Virtual Appliance

Download 2 virtual appliance from the marketplace
‘fou can then open itin VMware Player.

Help

View WMware Player's help contents.

Welcome to VMware Player

==

@ Windows Server 2003

New Virtual Machine Wizard .
@ Ubuntu 10.04 achine
Welcome u il then be
5 Ubuntu 10,04, A virtual machine is ke a physical computer; it needs an operating
syster wil you instal the guest operating system?
(5] Windows Senv P —
Ubuntu 10,04, (© Installer disc:
@ HUEE e ich wil then be
indows Servi <43 DVD RW Drive (0:)
5 voune |
N [Mliance
1 =s e marketplace.
> f-
> ..

A Click “Next

© Air Force Association
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@xp
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@ XP
@ XP

@m
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il use Easy Instal, (What's this?)
(@ Twilinstall the operating system later.
The virtual machine will be created with a blank hard disk.




B] VMware Player File  Virtual Machine  Hel
@ Windows Server 2003 ‘ J

Enter the product key you obtained when you P e =) W

Easy Install Information will then be
@ Ubuntu 10,04, This s used to install Windows 7 x54.

downloaded the file to activate the operating — |1

N
@ Ubuntu 10,04 | - - - -
system i e
y * 15511 windows servd| Version of Windows to ins

@Uhunmlﬂﬂ4-
Select the version of the operating system you want — | o s
to install. (Note: Professional versions and higher are L=

G
more often used in CyberPatriot)

Welcome to VMware Player

iMliance

e marketplace.
r.

{optional)

B e

The next few slides windows specify system -

&3 vMware Player File  Virual Machine  Hel

resources for the image. The default settings will e B

H Welcome to VMware Player

@ Windows Server 2003

work well, but can be changed. 15 ] o e W =),

Ready to Create Virtual Machine il then be
@ Ubuntu 10,04, Click Finish to create the virtual machine and start instaling Windows 7
x6+and then YMware Tools.

@j Windows e et el D o iee] wath the foomiesg Setnge:

Once resources have been specified, click Finish on B o, e

& Location: ChUserske danner\Documents\Virtual Machines\Wi
Windows Serve
Version: Workstation Tech Preview L
the last window B | e ’
. LS Hard Disk: 60 GB, Split | merketplace.
.
Eﬂa\ . .

liance
Memory: 1024 MB
«

@xp

In the VMware library, you can now highlight your ﬁjﬁ

new image and select Play Virtual Machine e S

@M
e 2
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CreatingYour Own Unscored Practice Imac

A Using a Windows image you downloaded from MSDN or using an Ubuntu image
(freely available at , create your own practice image by
following these steps:

1. Open the image in VMWare Player as outlined on slides 11 and 12

2. Go through the system and replace the default settings with weaker ones (e.g. turn
off the firewall, add several non-password protected accounts)

Keep a list of the changes you make as you go

4. When you have added all of the vulnerabilities you want to use to test your students,
shut down the image

5. Have your students restart the image you just created and find and fix the
vulnerabilities you planted

6. Evaluate your students’ performance using the list of changes you kept while creating
the image*

*This is the simplest, quickest way to create an unscored practice image. Texas A&M Corpus Christi
has created a Windows 7 scoring client to help CyberPatriot teams automatically score their own
images. If you want to automatically score a Windows 7 image you have created using that scoring
client, follow the instructions here:

© Air Force Association 13
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